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ABSTRACT:  

In the contemporary global framework, the role of cyberspace is identified as a crucial domain of statecraft 

and policy formulation, impacting national security, political legitimacy and interstate interactions. Russia’s 

approach for the information domain has transitioned from episodic regulation and monitoring to a dynamic 

state strategy that regards information control, cyber operations, and digital infrastructure policy as 

fundamental elements of national security. In 2017, President Vladimir Putin famously stated that, “whoever 

gains a monopoly in AI will rule the world.” In Russia the information space constraints a critical system of 

both offensive and defensive techniques making it a complex interplay between cyber security agencies and 

state laws. Russia’s vision of information security and information sovereignty is manifested in its Information 

Security Mechanism, primarily the Information Security Doctrine,2016 supplemented by the Sovereign 

Internet Law,2019, Yarovaya Law, among others. It chiefly embodies a centralized internet infrastructure- a 

synthesis of security policy and political ideology in which information security is intrinsically linked to the 

maintenance of state stability.  

KEYWORDS: cyberspace, digital infrastructure, Information Security Doctrine, Sovereign Internet Law, 

Yarovaya Law 

INTRODUCTION: 

This paper seeks to analyze the Russian Information Security Model encompassing the Information 

Security Doctrine of the Russian Federation,2016, in relation to the country’s internet legislation and state-

led cyber operations for achieving national security. It evaluates their implications on freedom of an 

individual, privacy rights and democratic expression within and beyond borders. In the long run, it will address 

how the doctrine can pose a threat to maintaining Russia’s strategic stance in the global order. 

Currently, efforts to ensure territorial integrity encompass a greater emphasis on information security. On 

5th December 2016, Putin signed a new Information Security Doctrine of the Russian Federation replacing 

the one published in 2000; the new doctrine is more incisive and concrete in terms of its strategies:                                                         

a) The Information sphere is defined in broader sense; with the key term being ‘informatization’ which 

includes social, economic and technological processes for adopting and expanding information technology in 

the society.  

b) Secondly, it serves the interests of Russia’s national security and ensures access to information 

resources. 
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Russia perceives the distinction between physical and cyber domains in strategic objectives is now blurred. 

Instead, a fluidity is emerging which entails a holistic view of security, both physical and virtual, with their 

interaction necessary for the survival of the state. 

LITERATURE REVIEW:  

One of the most influential themes in the literature is Russia's concept of information sovereignty and 

information security. Scholars argue that Russian policymakers view information as a strategic domain 

affecting state security, political stability, and cultural identity. 

Keir Giles (2012) argues that Russia's understanding of cyberspace differs fundamentally from all other 

approaches. While Western states prioritize network security, Russia emphasizes control over information 

flows and protection against ideological threats, which it holistically names as information security, instead 

of cyber security. Russian concept of information weapons includes more than just digital measures that is 

trading spreading disinformation, electronic warfare, psychological pressure etc. (Hakala and Melnychuk, 

2021) 

Deibert and Rohozinski (2012), in their analysis of the Russia–Georgia conflict, demonstrate how cyber 

operations can complement broader information strategies. Their work highlights the integration of cyber 

activities with political and strategic objectives, suggesting that cyberspace has become an important arena 

for influence and control. 

An IHPR Report, ‘Russia’s Digital Authoritarianism: The Kremlin’s Toolkit’ found out that Russia’s 

cyber security laws don’t necessarily claim freedom of citizens in digital space. 

However, only a few studies trace how the doctrine is operationalized into practical policy making and its 

enforcement patterns. There aren’t much strong claims that laws suppress dissent. Research on cyber 

operations focus on foreign targets whereas domestic targeting is under documented.  Moreover, the doctrine, 

policies and cyber operations carried out by Russia boosts its vision of information sovereignty and the extent 

to which this model challenges all forms of freedom in open internet governance. This interplay examines 

human rights violations in the digital era.  

While state control is well-documented, there is less empirical research on how Russian citizens adapt to 

or resist digital authoritarian measures. The Kremlin increasingly targets dissidents abroad, yet there is a lack 

of research on transnational surveillance and digital repression of Russian exiles. 

Research Gap:  

The doctrine of Information Security of the Russian federation,2016 fundamentally reshaped the role of 

information space in maintaining national security, facilitating governance and geopolitical strategies. For 

upholding information sovereignty, the doctrine has been accompanied by internet laws, such as Sovereign 

Internet Law, data localization methods and broad frameworks of surveillance and censorships. On one hand 

these policies address the cybersecurity threats but on the other they raise concerns about the erosion of civil 

liberties. 

Beyond the borders, Russia’s cyber operations ranging from spreading disinformation, propaganda to 

direct network intrusions have become necessary instruments of geopolitical strategies for Russia.  

However, there is a significant gap in systematic and integrative analysis on how Russia’s doctrinal, legal, 

operational and geopolitical dimensions pose a threat in expressing dissent, challenge future geopolitical 

objectives and global human rights standards at large. 

RESEARCH OBJECTIVES: 

1. To study the evolution and structure of Russia’s information security mechanisms for strategic 

importance. 

2. To evaluate the impact of these mechanisms on civil liberties including digital freedom, 

individual privacy, online expression, and access to information. 
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3. To investigate the role of Russia’s Information Security Doctrine in shaping its geopolitical 

strategies, especially in framing internet laws, carrying out cyber operations and global internet 

governance debates. 

4. To assess international responses and propose policy recommendations for balancing state 

security requirements with the protection of civil liberties in both domestic and global contexts.  

RESEARCH QUESTIONS: 

1. To what extent does Russia’s 2016 Information Security Doctrine redefine the boundaries 

between national security and civil liberties? 

2. How have Russia's internet regulations since 2016 formalized governmental control over 

online speech through censorships and surveillance? 

3. To what extent the enforcement of these laws reflects political priorities rather than purely 

security needs? 

4. How do Russia's cyber operations as part of offensive mechanism contradict international 

human rights standards and challenge Russia's position as a major geopolitical player? 

RESEARCH METHODS: 

I. Research Design:  

A historical, qualitative, analytical and exploratory design is to be used focusing on: 

a) Doctrinal analysis of Russian Information Security laws and other policies, 

b) Case study analysis of cyber operations and dissent suppression 

II. Data collection methods: 

a) Primary Sources include Official Russian Documents such as 

Doctrine of Information Security of Russian Federation, Sovereign Internet Law, Yarovaya law, 

Data localization law, Official speeches and statements from Russian leadership 

b) Secondary sources include existing literature on digital authoritarianism and information 

sovereignty along with academic journals and published articles. 

DISCUSSION: 

Russia's offensive operations, which combine disinformation, hacking, and infrastructure disruption to 

accomplish political, military, and strategic objectives, are a fundamental component of its security policy. 

These operations, which are backed by both state and non-state actors and directed by the Information Security 

Doctrine,2016, target public opinion, vital infrastructure, and foreign governments. To sway narratives, 

strategies include ransomware, espionage, and coordinated releases of compromised data. The meddling in 

the 2016 US election, the global cyberattack known as NotPetya (2017), and the 2022 pre-invasion 

cyberattacks on Ukraine are notable examples. Without engaging in direct combat, Russia is influencing 

geopolitical outcomes through the use of state-controlled and proxy hackers. 

Increased governmental access to personal data - localization, retention mandates and lawful-interception 

requirements render a broad spectrum of user data both collectible and more easily accessible to Russian 

authorities. Technical architectures like SORM enable interception with limited independent judicial 

oversight, raising concerns about the erosion of civil liberties. Russian export of surveillance tech and the 

cross-border effects of state cyber operations (e.g., targeting of foreign entities) mean that Russian 

information-security policy has extraterritorial privacy consequences. 

In addition to interfering with civil liberties, internet shutdowns, throttling, and arbitrary filtering also 

contravene international agreements like the ICCPR and ECHR, which stipulate that limitations must be 

reasonable, necessary, and lawful. 

  

Russia's digital repression is regularly criticized by Western governments, the EU, and human rights 

organizations. As a result, sanctions are imposed on individuals, organizations, and tech businesses engaged 

in censorship and monitoring, which may negatively impact Russia's standing in the near future.  

Over the past couple of decades, digital technology has garnered strategic importance in global politics, 

making the security doctrines essential as a critical field of study. However, integrative researches on the 
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intersection of information security doctrines, internet policies and state led cyber operations are very meagre. 

The constantly developing digital landscape has transformed cyberspace into a central arena for geopolitical 

and strategic competition and governance techniques. In Russia the Information Security Doctrine,2016 

serves as the linchpin outlining the state’s vision of controlling, securing and filtering information flows for 

the sake of sovereignty, security and territorial integrity. This is often complemented by a set of Internet laws- 

The Sovereign Internet Law, 2019, data localization mandates, restrictions on online speech etc.; which 

showcases Russia’s defense priorities and political ideologies. 

RUSSIA’S INFORMATION SECURITY DOCTRINE:  

To strategically ensure its dominance in the international arena, Russia adopts cyber operations alongside 

both military and non-military methods. Russia is mainly focused on leading hybrid threats, combining 

interference in the information sphere, cyber-attacks, sabotage, espionage and arbitrary detention of nationals. 

(Asokan, 2025) The adoption of Doctrine of Information Security first version in 2000 was the result of a 

series of events forcing Russia to acknowledge the importance of information warfare in conflict and 

subsequently develop its own capabilities. Many changes took place thereafter- invention of web 2.0, protests 

in Arab countries in 2011, new phase began like the use of smartphones, Internet of Things, blockchain 

technology to rethink cybersecurity. Sanctions against Russia made it clear for the government to localize IT 

industry. The 2016 Doctrine reflected these changes and took information security as a broader concept . 

(Bolgov et al.) 

Series of amendments were made to the existing federal laws On Communication, On Information, 

Information Technology and Information Protection to make a centralized management system for effective 

surveillance within the borders. (Epifanova, 2020) The Sovereign Internet Law,2019 mandates rerouting of 

traffic as an attempt to enable isolation of a national network from global internet. However, there are possible 

risks. Prioritizing traffic troubles users of particular websites as they experience slow access and the 

companies can also bear collateral damage. The Yarovaya Law states, “telecommunication companies should 

store content of text messages, phone conversation, images, videos for 6 months as well as Metadata for 3 

years within the Russian territory”. The information stored must be provided to security services upon request.  

Three major amendments to this law are- 

 a) the Internet Service Provider to install technical equipment for counteracting threats to stability, security 

and functional integrity of internet on territory of the Russian Federation. Roskomnadzor is to provide free of 

charge the Deep Packet Inspection use. b) Implementation of Russian National Domain Name System. c) 

Centralized management of networks during threats allows Roskomnadzor to reroute or block traffic through 

controlled points, prohibit routing outside Russia and control cross border connection. (Epifanova, 2020) 

Activities in the cyber space is the part of larger area of ‘information confrontation’. It is the struggle 

between great powers for strategic dominance. It refers to clash of national interests where superiority is 

sought by targeting the adversary’s information infrastructure while protecting its own objects from similar 

influence. It focuses on cyber operations as one of many methods used to gain superiority in information 

confrontation. (Hakala and Melnychuk, 2021) 

The central idea is Russia’s state-led integration of surveillance infrastructure and restrictive laws has 

entrenched a totalitarian ecosystem that suppresses dissent, controls information and supports military 

aggression. Triggered by electoral fraud and Putin’s decision to seek a third Presidential term large scale 

protests erupted in Moscow and other cities in 2011. Social media played a key role thus prompting Kremlin 

to prioritize internet control. New laws were introduced that tightened restrictions. Post 2016 Kremlin 

escalated crack downs on independent media, civil society and opposition voices. 

PILLARS OF DIGITAL CONTROL: 

Three main pillars of Russia’s digital control are Facial Recognition and Safe City Programs, SORM and 

sovereign Ru.Net. (Gareth and Jason, 2024) 

I. The overall authority of the facial recognition cameras and safe city program lies with the Ministry of 

Digital and Mass Communications. Moscow has the highest number of cameras approximately 217000. Cases 

referred to the court on the basis of the system concerned largely participation in peaceful protests deemed 

unlawful by the authorities. For instance, in a case on 12 June 2022, the police detained 43 people in the 
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Moscow metro using facial recognition technology ahead of a planned anti-war protest, who were journalists 

and activists. (Masri, 2023) 

II. The System of Operative Investigative Measures is a defensive technological infrastructure form of 

wiretapping of mobile and internet activity. It allows authorities to monitor, store and filter information from 

commercial, mobile, internet and phone traffics across Russian telecommunications networks. It includes 3 

components: a) hardware and software installation at telecommunication operation site; b) a remote-control 

panel managed by law enforcement agencies; and c) data transmission devices that internet providers must 

install to connect to the control panel. It is regulated by Federal Security Service. However, the SORM 

infrastructure provides a wide opportunity for extrajudicial access to private content has been condemned by 

the European Court of Human Rights.  

III. Ru.net is an essential component of digital sovereignty. The Russian Government has made it its goal 

to restrict the access to internet which is further instigated by the Ukraine War. Roskomnadzor can filter 

internet traffic and blacklist websites directly without a court order if the content is deemed extremist. Use of 

Ru.net is commonly used to backlist, ban and block individual sites. (Sophia Le, 2025) 

A notable study by Insikt Group (2025) in its report found out multiple Russian providers export SORM 

surveillance tools to Central Asia and Latin America. The governments of these countries have a history of 

deploying these methods with little oversight for malign purposes, such as repression of political opposition, 

journalists and activists. Major providers of SORM components are Citadel, Norsi-Trans and Protei etc. It is 

evident that foreign deployments of SORM based surveillance systems manufactured in Russia entail a risk 

of Russian access. The US Department of State warns that government authorities may place foreign travelers 

under surveillance, likely including digital surveillance. (Divya, 2025) 

The rise of digital surveillance was observed in the wake of COVID19 pandemic. While recent years China 

has been particularly active in Central Asia and extending soft loans for digital surveillance technologies 

produced by Chinese companies, especially after the spread of covid, it is likely that Russia will continue to 

lose ground to China in Eurasia. (Goode, 2019) However, currently Russia has the potential to leverage its 

existing SORM-based surveillance networks in Eurasia to create a datasphere that rivals China.  

RIGHT TO PRIVACY:  

The state led cyber activities ranging from defensive infrastructure protection to offensive operations have 

attracted global concern. These activities blur the lines between security imperatives and authoritarian 

governance practices. Article 23 states that Russians have the right to privacy (Supreme Court of Russian 

Federation) and Article 24 states that “the collection, keeping, use and dissemination of information about 

private life of a person shall not be allowed without his or her consent” (Supreme Court of Russian 

Federation). Despite these laws, Russia has very limited privacy and freedoms, with the Freedom House 

giving Russia a 20/100 and ranking of ‘not free’ in 2024 (Freedom House, 2024). Roskomnadzor has control 

and supervision in telecommunications, information technology and mass communications (Federal Service 

of Communication, 2023) giving it due power to censor mass media and report dissenters to be punished. If 

the situation demands, it also has power to enforce data privacy and localization.  

However, there is no precise definition of ‘extremism’ in national law; which means any information 

critical of the Kremlin can be deemed extremist. Moreover, the blocking procedure lacks transparency and 

accountability. Authorities in Russia often use these laws instrumentally, as a means to an end. A commentary 

by Justin Sherman (2022) highlights, “passing confusing laws with vague language that criminalize posting 

fake laws online enables the state to intimidate citizens unsure about what they can say and to punish those 

who say anything the government dislikes”. 

‘Russia’s Strategy in Cyberspace’ an article published by NATO StratCom COE, lists all the offensive 

cyberoperations maliciously weaponized by Russia as a part of information confrontation. 

i. The case of Ukraine is the most complex one, e.g. in 2021, Russian troops were involved in 

interference of cell phones of Ukrainian parliament members, and govt. website was knocked offline. Another 

significant case was the targeting of Ukraine’s presidential election in May 2014. The cyberattack disabled 

real-time display of vote count and posting a statement on CEC website claiming a win for the far-right 

candidate, which possessed a threat to the very essence of democratic rights. (Eichensehr, 2022) 
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ii. Most recent example is the massive cyberattack against Georgia in 2019 which damaged servers in 

Georgian President’s office, judicial system, govt. municipalities and disrupted broadcast of TV stations. 

(Roguski, 2020) 

iii. Two days before the final voting of the presidential elections in 2017 more than 20000 emails related 

to Emmanuel Macron campaigns were published on the internet spreading disinformation and propaganda. 

Although the attack had a little effect on the final results, it drew accusations that Russia was responsible. In 

response to the attack, Emmanuel Macron said it was “democratic destabilization, like that seen during last 

presidential campaign in the United States”. By 2030, France and Europe will face the risk of “open warfare” 

because of Europe’s continued assistance to Ukraine. Europe needs to strengthen its cybersecurity defenses 

in anticipation of increased hacks from Moscow aligned attackers. (Asokan, 2025) 

CONCLUSION: 

The study of Russsia’s Information Security Doctrine and other internet laws reveals how digital space is 

deeply connected with political stability. Over the past few decades, Russia has strategically developed a 

technological framework for surveillance, internet legislations and monitoring mechanisms. However, there 

still remains a complex relationship between state security and civil liberties, raising questions about balance 

between security and freedom of expression. 
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