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Abstract:
As the architecture of next-gen computing paradigms transitions away from centralized cloud infrastructures toward

distributed Edge Intelligence (EI) and Federated Learning (FL) frameworks, severe vulnerabilities, including single
points of failure, data poisoning, the absence of trust among distributed nodes, and no incentive mechanisms for
contributing nodes have been created. Blockchain technology has the potential to provide a secure cryptographic basis
for ensuring the integrity of the data, decentralized model orchestration, and facilitating trust less cooperation. The
purpose of this paper is to provide a detailed systematic survey of the merger between blockchain architecture and
edge-native intelligence. We construct a multi-dimensional taxonomy to track the evolution of blockchain frameworks
from monolithic to lightweight, resource-optimized edge variations. We also analyze how new consensus mechanisms
reduce the fundamental conflicts between computational overhead and transaction throughput. Subsequently, we
investigate the mutualistic integration model by mapping how blockchain secures the FL pipeline and how ML
optimizes blockchain. Finally, we explore new applications and highlight significant open research challenges (i.e., the
scalability-decentralization-security trilemma) while discussing future research directions that will help researchers
implement secure, scalable, and decentralized edge intelligence ecosystems.

1. Introduction
The explosive growth of both the Internet of Things (IoT) and the new 6G networks has resulted in an exponential

increase in data creation worldwide; therefore, using centralized cloud data centres to process this data is not
sustainable. Doing so is hindered by severe bandwidth limitations, propagation latencies, and increased regulations
regarding data privacy (such as GDPR and CCPA). Edge Intelligence (EI) has emerged as a methodology or paradigm
designed to overcome these bottlenecks by delivering computation and machine learning (ML) capabilities much closer
to the edge; hence, many times near the user itself. Federated Learning (FL) has also developed as a methodology or
paradigm for local training whereby multiple distributed edge nodes collaborate to train a global model while never
needing to send their local raw sensitive data sets to one another for training purposes.

While decentralized edge learning offers many benefits from an architectural standpoint, it also has significant systemic
weaknesses. A rogue edge node can perform data poisoning or model inversion attacks, thereby negatively impacting
the global aggregation process. In addition, the central overseer of the global model provides a single point of failure
and thus is particularly vulnerable to denial of service (DoS) attacks. In addition, no intrinsic or economic motivation
exists for edge nodes in an open distributed network to allocate their limited computational and energy resources
toward participating in training tasks.

Blockchain technology is a very effective way to address these issues. By acting as a trusted, tamper-proof, append-
only, and decentralized ledger, blockchain removes the requirement for a central third-party intermediary. Smart
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Generation /

Core Characteristics Limitations Primary Use Cases
Focus
Blockchain Decentralized Ledger, Massive energy waste, Peer-to-Peer
1.0 Cryptocurrencies (Bhutta et al., 2021) high latency Payments
Blockchain Programmable Logic via Smart Scalability bottlenecks, Decentralized
2.0 Contracts (Bhutta et al., 2021) gas fee vulnerabilities Finance (DeFi)
Blockchain Enterprise ecosystems, high-throughput Complex governance, Supply Chain, 1oT
3.0 interoperability varied trust boundaries Data Storage
Next-Gen / sl\t/loorgu:earlicor?tfzgﬁ uﬁt Errungj p;)dhe Resource-constrained Edge Computing,
Edge-Native ge, g ght cryptography network coordination Federated Learning

(Kareem et al., 2024)

contracts automate the processes of collecting data across different models, implementing cryptographic access
controls, and automating tokenized rewards for fair node participation (Bhutta et al 2021, Kareem et al 2024).
However, adding traditional blockchain platforms (e.g., Bitcoin or Ethereum 1.0) into edge computing systems has a
lot of friction due to the following: traditional PoW (Proof-of-Work) consensus mechanisms require huge amounts of
computational power and introduce latencies that conflict with real-time demands of edge applications. Therefore,
current research is shifting toward designing lightweight, modular, and extremely scalable blockchain architectures
specifically designed for resource-constrained edge environments.

1.1 Scope and Contributions of This Survey
Although there are many surveys that cover the basic concepts of blockchain technology and general information about

edge computing, none focused on identifying the technological convergence element that exists between blockchain's
next-generation developments and the growing trend of edge intelligence. Therefore, the primary contributions of this
paper (i.e., systematic review) are fourfold:

1) Architectural Evolution Mapping: An examination of how blockchain has changed over time from its original
cryptocurrency construct, to now being a wide array of optimized modular designs that are meant specifically for use
in edge computing.

2) Consensus Taxonomy and Evaluation: Establishing categories of modern consensus mechanisms, and measuring
them against one another in terms of compute resources needed to execute them, their throughput performance and
how well suited they are to operate in hardware constrained networks.

3) Synergy Convergence Analysis: A detailed illustration of the two-way relationship between blockchain and
federated learning (FL) in that FL uses blockchain to keep its models secure and FL enhances the runtime efficiency
of blockchain.

4) Generation of a Roadmap for Future Research: We take the open research challenges identified in item 1 -3
above and document them into a rigorous, actionable plan for future research to be conducted in the engineering
literature.

2. Evolution of Core Blockchain Architecture
To determine how viable blockchain will be for things done on the edge, we can trace its structural evolution. Early

generation blockchains were monolithic because all nodes needed to be able to validate every transaction and hold a
complete copy of the ledger and do significant amounts of computation, on cryptographic algorithms.

The latest generation of edge-based blockchains has started to adopt a modular architecture. By decoupling the
execution layer from the consensus layer and the data availability layer, next generation blockchains will allow an edge
node to act as a light client or a pruned node (Kareem et al., 2024; Morar & Popescu, 2024)—that is, they will only
need to keep a record of the cryptographic block headers for transactions or only portions of the ledger that pertain to
them. This will dramatically reduce the amount of storage that is needed (Kareem et al., 2024; Morar & Popescu,
2024).

3. Taxonomy of Modern Consensus Mechanisms
Consensus protocols determine the throughput, latency, and resource consumption of blockchain systems. Therefore,

selecting or creating the best consensus protocol for an edge environment is extremely important.
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3.1 Proof-Based Schemes

* Proof-of-Work (PoW): Nodes compete to solve difficult mathematical problems called cryptographic puzzles.
This provides robust security and decentralised control but has a large energy consumption and long times for blocks
to become final (Bhutta et al., 2021), making it ineffective for edge intelligence.

* Proof-of-Stake (PoS) and Delegated Proof-of-Stake (DPoS): Replace the need to use lots of computer power
(mining) to find out who gets to validate transactions with a way of staking your money in the network. For example,
the more money you stake, the more likely you are to validate transactions for the network. DPoS also introduces a
voting step, where people holding tokens vote on a smaller group of people to validate transactions (instead of every
validator). This dramatically increases how many transactions can be processed (Transactions Per Second, or TPS)
and reduces how long it takes for them to be processed. This makes PoS and DPoS very attractive as backbones for
edge networks.

3.2 Voting-Based Schemes

° Byzantine Fault Tolerance (BFT) is a consensus algorithm that uses multiple ballots/votes/casting of votes
through a known group of nodes. BFT provides instantaneous finality and has no over computational resource.
Nonetheless, the communication scalability of BFT is quadratic in nature ($O(n"2)$). Therefore, BFT can only be
deployed to small scale, privately run, permissioned, enterprise edge clusters.

. Raft is an efficient and crash-fault-tolerant (CFT) consensus algorithm that is capable of achieving high
throughput while administering non-vandalise nodes (to ensure no node acts in a malicious manner). As a result, Raft
is suited for private, securely trusted edge counterparts.

3.3 Resource-Optimized Extensions

There has been new research trying to find ways for technology to overcome limitations due to resource constraints

and still be able to provide Byzantine fault tolerance using new approaches such as:

* Proof of Learning (PoL) / Proof of Training (PoT): substitutes useless hashing functions with real paid
computing/physical work from the training of actual depth (machine learning) models. The same computing resources
used for providing security and consensus via ledgers are also used for training edge Al models.

* Sharding Protocols: break up the overall network into smaller, independent committees (shards). As such,
transactions are processed at the same time throughout all the shards. Thus, the number of concurrent transactions is
directly proportional to the number of edge nodes that can concurrently process transactions in the global network.

4. The Convergence Paradigm: Blockchain Meets Federated Learning
The intersection of blockchain and FL creates a secure, bidirectional ecosystem where each technology mitigates the
structural weaknesses of the other.

BLOCKCHAIN FOR FEDERATED LEARNING
- Decentralized Aggregation (No single point of failure)
- Immutable Audit Trails (Tracks local model updates to prevent fraud)
- Automated Smart Contracts (Token rewards for honest edge nodes

|

'

Dual-Directional
Convergence

FEDERATED LEARNING FOR BLOCKCHAIN
- Intelligent Transaction Routing (Predicts network congestion)
- Adaptive Sharding (Optimizes node assignment using ML metrics)
| - Dynamic Gas/Fee Estimation (Predicts optimal gas pricing)
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4.1 Blockchain for Secure Federated Learning
In an ordinary FL framework that is based on the use of a blockchain, the local models are trained by edge nodes

with the use of their own private data. The model parameters (weight/gradient) are uploaded to a blockchain for
aggregation, not sent to centralized computing resources.

Decentralized Global Aggregation: The smart contracts associated with the models execute the aggregation
algorithm(s) (e.g., FedAvg) either on-chain or through the use of cryptographic zero-knowledge proofs (ZKP), which
means that the aggregation is verifiable and tamper-proof.

Auditability and Provenance: The local updates are signed with digital signatures and are recorded cryptographically
on the ledger, therefore if a malicious node executes a model poisoning attack, the historical updates can be traced
back, allowing for the node's stake to be slashed or to be banned from the network.

Tokenomics and Incentivization: Tokenomics utilize cryptographic tokens that can be distributed algorithmically to
edge nodes based on the verified quality of their local model contributions, thereby promoting sustainable and long-
term participation.

4.2 Federated Learning for Optimized Blockchain Operations

Intelligent edge models can also be used to optimize the underlying blockchain setup in the following ways:

Resource Allocation Based on Information: With the help of federated learning (FL) models, the capacity to predict
network traffic, transaction volume, and node congestion can allow the blockchain to dynamically adjust its block size,
block time, and gas fees.

Identification of Bad Nodes: Using machine learning agents in the edge can analyze the communications of a peer-
to-peer network in order to identify and isolate nodes that are attempting to perform a Sybil or eclipse attack on the
blockchain, prior to that bad node affecting the blockchain's consensus layer.

5. Emerging Application Domains
Practical implementation of edge intelligence based on blockchain is revolutionizing many significant verticals:

6G Cognitive Radio Networks: 6G communications of the future utilize edge-native intelligences for managing
dynamic spectrum access. Authentication between devices (D2D) is secure through blockchain and maintains a record
of spectrum used by untrusted network operators (Al-Matari et al., 2024).

Decentralized Smart Grids: Localized electricity trading of edge devices on smart grids (ex. smart meters or
localized solar microgrid systems) requires a significant amount of quick transactions. Through blockchain technology,
peer-to-peer (P2P) energy transactions can occur securely, while edge models predict localized generation and usage
of energy to balance grid loads (Mollah et al., 2021). « [IOT & Industry 4.0: In automated manufacturing, an edge
device tracks telemetry from assembly lines to diagnose the need for predictive maintenance. Blockchain technology
secures the supply chain of shared data across global vendors, while still protecting each vendor's intellectual property
(Krichen et al., 2022).

Connected and Autonomous Vehicles (CAV): Edge devices in vehicles will require immediate cooperative perception
of information. Blockchain technology will assure the integrity of the geographic and traffic information shared
between VEC devices so it will not be vulnerable to denial of service (DOS) attacks.

6. Open Research Challenges & Future Horizons
Despite many theoretical advancements in migrating blockchain-enabled edge intelligence virtual simulations to a

production setting, there are still several open research challenges being faced in this area:

The Scalability-Security-Decentralization Trilemma: To increase the throughput of the edge it is often necessary to
sacrifice some amount of decentralization (by reducing the amount of validating nodes) or security (by streamlining
the amount of cryptographic checking). Achieving a balance between these three factors is still an open question.
Resource Asymmetry and Power Dynamics: Edge nodes can have a huge variance in the computing resources they
possess from powerful edge servers to ultra-low-power IoT sensors. Creating consensus protocols that include both
the low-performance hardware while their design does not bottleneck the higher performing nodes is a critical
requirement.

Cross-Chain Interoperability: Edge networks are currently broken across many different types of blockchain
architectures (e.g., Hyperledger, Ethereum, Polkadot) and we require the creation of secure, decentralised, cross-chain
communication protocols that can safely transfer edge A.l. models/assets from one heterogeneous ledger to another.
Quantum Adversarial Threats: Current blockchain systems are built on cryptographic foundations (i.e. ECDSA,
RSA). However, if we look into the future, quantum computing attacks will be able to crack current cryptography used
by blockchains. Given this reality, the design of edge based blockchains that can successfully transition to the post-
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quantum cryptography (PQC) level without creating overload problems for resource constrained devices is an
important area for future research.

7. Conclusion
This article has reviewed the literature regarding the intersection of blockchain technology and edge-native intelligence

systematic review. The movement of computing paradigms from centralised cloud environments to the more
distributed edge will cause traditional approaches to encounter considerable roadblocks regarding security, data
integrity, and decentralised co-ordination. By incorporating modular, resource-efficient blockchain architectures with
edge-natal intelligence, next-generation networks have the potential to eliminate points of failure, provide immutable
audit trails for federated learning tasks and establish transparent incentive mechanisms through the application of smart
contracts.

Our systematic review of the topic seems to indicate that, while proof-based consensus methods will continue to present
significant computational burdens on lightweight devices, there remain promising developments in voting-based
consensus protocols, sharding technologies and proof-of-learning concepts which may provide potential routes for
achieving high-throughput/low-latency executions. Moreover, we have established through our research that the
convergence between blockchain and federated learning is mutually reinforcing; specifically, trustless security for
decentralised artificial intelligence training is provided by blockchain, whereas the localised model of machine learning
provides means by which to more efficiently configure blockchain parameters and allocate resources and mitigate
risks.

In order for the research community to support large-scale deployment of real-world applications such as 6G networks,
intelligent energy grids, and self-driving cars, there has to be active work on overcoming the issues involved with
scalable security and decentralization (the scalability/security/decentralization "trilemma") and creating standards that
allow different blockchains to interoperate as well as developing new lightweight quantum-resistant cryptographic
algorithms. Resolving these fundamental problems is essential for the creation of a robust, self-sufficient, and safe
decentralized edge intelligence system.
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