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Abstract: 

 Internet of Things (IoT) networks continue to transform industries, and the need for an effective and secure framework 

is very important in the world. Billions of tiny devices are like sensors in factories, cameras in smart homes, and 

medical monitors in hospitals, devices that continuously share data over the internet. This digital improvement also 

increases the cyber-attack surface. Traditional networks depend on a security perimeter, and firewalls do not work. 

These networks are Vulnerable to botnets, data breaches, and all kinds of Malicious attacks and Cyber threats. Zero 

Trust Architecture (ZTA), the never trust, always verify principle, is improving cybersecurity. But most Zero Trust 

setups are built for massive industrial-grade nodes with large resources.  But these resources are complex models that 

are difficult for simple devices, such as soil sensors or basic cameras.  

To handle these limitations, this paper proposes a super-lightweight, rule-based Zero Trust security gateway Design 

specifically for IoT Devices. The system monitors every device's behaviour and all activity in real-time, calculates 

simple risk scores based on common suspicious activity, and makes decisions immediately. For normal traffic, keep a 

close eye on Suspicious activity, and Block immediately on confirmed threats. The Project Implementation on a 

functional Python prototype with simulated (IoT)virtual devices, transmitting data via a centralized security gateway. 

The results show the system detects abnormal patterns with High accuracy with minimal effects on resources. This 

proves that real Zero trust is possible without high-end infrastructure. 
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I. INTRODUCTION 

The use of IOT devices is rapidly growing, with sensors, cameras, factory machines, and smart home gadgets 

interconnecting to enhance operational efficiency within healthcare, homes, industry, and transport and with that 

growth comes new cybersecurity risks. It is estimated that 41 billion of these devices are now connected globally, 

networked, and a large number of people who are using IOT devices reported they are concerned about the security of 

their IOT devices [1]. The traditional network assumes that everything inside the network is trusted; as a result, it 

makes it easier for the cybercriminal to move within the network once they breach the perimeter defence [2]. 

ZTA has been recognized by organizations as a potential solution to mitigate these issues.ZTA is a security strategy 

based on the principle of never trust, always verify. In other words, ZTA provides a solution where ZTA continuously 

verifies the identity of users and devices during the communication process as opposed to determining once for the 

whole session, enabling enhanced security in highly dynamic and interconnected ecosystems[3]. Existing research 

supports this for IoT and cloud environments, but standard systems need high-performance hardware that low power 

IOT cannot su4port [3]. 

The zero trust shows that all devices are untrusted. The zero trust can inspect all network traffic, check inside and 

outside the system [5][6]. Zero trust is essential for security. The zero-trust framework provides a secure network for 

enterprises. If you can inspect every log in traffic, every user and every network activity, you can create more detailed 

information about policies and control every suspicious activity and secure the system [7]. 

Zero trust is the concept that will increase the security of the whole organization and companies. A company may own 

multiple internal networks and connect to the various external networks. Enterprises are connecting their IT systems 

with IoT [8]. The method to understand the design, concept and check security architecture is the use of the pattern. A 

pattern is the solution to the system problem. Zero trust is already available, but the problem is the lack of information 

and knowledge of the concept and techniques [9]. 

IoT devices are rapidly increasing, and they can also help to communicate remotely via the internet. Different types of 

IoT use can create multiple problems, such as cyber threats and vulnerable systems to easy to manipulate and perform 

malicious activity [10].  

This approach presents a lightweight Zero Trust gateway for IoT. It monitors traffic, evaluates device activity using 

risk scores, ensures policy-based access control, verifies identities, and blocks unauthorised access with low resource 

consumption[11][12]. This project shows how Zero Trust principles enhance security and monitoring in IoT networks 

without overloading hardware. 
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Fig. 1. of Zero Trust Gateway 

Fig 1 describes how the zero-trust gateway works. Use this architecture to show that security and authentication are 

very important. Zero trust can use the principle of never trust, always verify to detect cyber threats and other suspicious 

activity[13]. Users/devices are connected to the network, and their IDs are checked via identity and access 

management. Then check the authentication policy to ensure that the authorized persons have access to the zero-trust 

gateway[14][15]. After verification, a request can be sent to the ZTA for continuous monitoring. Once access is granted, 

users can interact with the cloud and applications. The network also includes network segmentation for security 

purposes. Device security monitor and check if the secure system is enabled. Security Analysis monitor logs suspicions 

activity in real-time monitoring[16]. Application security checks the software resources from unauthorized access. 

Overall, the architecture provides secure communication via the ZT gateway.  

 

II. RELATED STUDY 

Recent studies highlight a Critical vulnerability in IoT environments, with billions of devices integrated into healthcare, 

smart homes, factories, and agriculture. Traditional network security (firewalls, VPNs) is insufficient as devices operate 

across distributed networks and communicate with cloud services, allowing breached devices to move laterally 

undetected.  

 

 

 

 

 

 

 

 

 

             

Fig2. Publication Trend of Articles on ZTA over the Years. 
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Fig 2 describes the publication trends of articles on ZTA over the years. From 2007 to 2025, it can be seen that the 

interest in the ZTA can increase, and publications are very high after 2019. The year 2023 can show the highest 

publication on this year. And now ZTA is in very high demand in the industry. 

M. A. Azad [1] introduced that the IoT devices are the fastest-growing in the world, and they can be very helpful, but 

in the past, devices were automatically trusted. and the organizations also relied on VPNs, but ZTA provide an advanced 

and safe security approach. The ZTA can be used in various fields, such as healthcare, business, manufacturing, 

government, etc. The ZTA becomes very popular for security purposes, and its use is very extensive. ZTA become very 

useful because the traditional perimeters are not secure and trusted. Zero trust is highly focused on restricted resources, 

and only authenticated users are allowed to work. 

In 2010, J. Kindervag[2] introduced the concept of ZTA. It operates on the principle of never trust, always verify. 

Every request is authenticated, authorised, and monitored. Later studies integrated behaviour analysis, identity checks, 

and micro-segmentation. IoT and Zero Trust research shows Trust engines checking device behaviour for security. 

Anomaly detection from traffic and check threat detection. ZTA is the most popular and highly recommended for 

security, but previous studies introduced authentication frameworks, secure protocols, cryptographic techniques, and 

ML-based anomaly detection for identifying malicious IoT activity. However, most demand heavy crypto or complex 

ML models that overburden low-power sensors, incompatible with Raspberry Pi-level hardware. Additionally, many 

systems are limited to authentication, lacking real-time policy execution or integrated surveillance.ZTA has emerged 

as a transformative security paradigm that challenges traditional perimeter-based models by enforcing the principle of 

never trust, always verify. The concept was first introduced by John Kindervag, who presents that the traditional 

network is not trusted and always needs to be verified.  

E. B. Fernandez and A. Brazhuk.[3] presented a Critical analysis that highlights both the strengths and limitations of 

ZTA. The problem was that the ZTA principle has many theoretical ways to implement it, but no one can guide how to 

apply it. It was observed that the enterprises are integrating there its system with IoT devices. And use different 

operational approaches, work from home, and bring your own devices. ZT has been introduced as a strategy or 

philosophy to build secure systems, not as a specific architecture, which makes things unclear. Also, there are very few 

reports are existing for real implementations. The main problem observed by Fernandez was that there are many ways 

of using and implementing ZTA, but there is no guidance on how to apply them. 

P. Phiayura and S. Teerakanok [4]introduced the ZTA migration and challenges. Migrating to ZTA is a strategic 

approach to enhance security. The ZTA migration concerns three perspectives: strategic, managerial and operational. 

It was observed that the knowledge of the ZTA migration is very limited in this world. According to NIST SP 800-207, 

it is recommended that ZTA not be directly used in the organisation, but use an incremental approach. During this 

process, the organisations or companies could be checked for their data security and any further issues. There are some 

issues noticed by Teerakanok, such as vendor lock, lack of industry standard, ZTA service controls, integration issues, 

and legacy system. 

Muhammad Liman Gambo [5] highlighted A comprehensive literature review of the evolution of Zero Trust models 

and their growing relevance in modern distributed systems, particularly in cloud and IoT environments. Recent studies 

have further expanded the theoretical foundation of ZTA.  ZTA was the security strategy developed to secure the 

network to handle cyber threats and security breaches. Traditional networks are facing security issues. ZTA is a new 

concept for determining the restricted resources. ZTA was focused on the principle of least privilege and authentication 
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checks, and only authorized persons are accessible. ZTA was proposed to enhance security. ZTA was continuously 

monitored, analysed and checked the system. Traditional networks are no longer usable for users and devices because 

they could not connect from anywhere, but the ZTA approach helps overcome the barriers of traditional networks.  

Zanasi et al. [6] presented the application of flexible ZTA in securing industrial IoT infrastructure. With the rapid 

growth of IoT environments, Zero Trust gained attention as a solution to address IoT-specific vulnerabilities. IoT 

devices were using traditional network approaches, making them easier targets for cyber criminals. Several surveys 

provide deeply analysis of ZTA components such as identity verification, policy enforcement, and continuous 

monitoring mechanisms. The author proposes the ZTA implementation in microservices. This approach was very 

reliable, but in reality, trusted networks and infrastructure are vulnerable. But these limitations are a part of the success 

of the ZTA. 

N. F. Syed et al. [7] presented that the ZTA is very important and becomes useful for everyone, and it was accepted by 

society. The author analyses whether the existing techniques are useful for implementing ZTA. The author highly 

recommended the changes to the cybersecurity strategy. They also analysed that authentication and access control are 

the main components of the ZTA. 

M. James et al. [8] presented that authentication and authorization mechanisms play a crucial role in Zero Trust IoT 

environments. Studies highlight advanced authentication protocols, including token-based continuous authentication 

systems, to enhance security in dynamic IoT networks. The authentication could access the system and increase the 

security. And also verify the user's information. 

M. Jones et al. [10] presented the JWT (JSON Web Token) for verifying and authenticating users. JWT was used to 

verify user identity and secure the system from unauthorized and suspicious persons and attackers. The author also 

explained that JWT provides a lightweight system for protecting sensitive data. 

B. Zhang et al. [12] presented the stacked token-based authentication protocol for zero-trust IoT environments. This 

method was used to continuously verify device and user activity during the communications. The author explained that 

the protocol is very important and improves security and control the unauthorized access, and also finds suspicious 

activity and cyber attackers. This method explains that the STCA had the better option compared to the existing 

protocol for ZTA environments. 

Based on these existing studies, ZTA provides security, but simple and lightweight solutions are still lacking. This 

approach helps address this gap.  

 

III. METHODOLOGY 

This approach presents a Zero Trust-based IoT Gateway system named Aegis Trust, a framework designed to secure 

communication between IoT devices and backend services. The methodology applies a modular and layered 

architecture that uses device simulation, secure backend processing, and real-time monitoring. The results validate how 

Zero Trust principles can be practically implemented in resource-constrained IoT environments. 
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Fig3. Core Components of Zero Trust Architecture based on NIST SP 800-207 

Fig 3 describes the core components of ZTA based on the NIST SP 800-207 framework. This Fig explains the internal 

working of the ZTA Model. The architecture is divided into two parts: control and data plane. The control plane is 

using a policy engine, policy administrator, and policy decision points for making decisions and implementing policies. 

And the data plane use for check security and trusted and untrusted data and communications use via a policy 

enforcement point. 

3.1 System Architecture  

Aegis Trust IoT Gateway is used to secure the IoT network using ZTA Principles. The system focuses on designing a 

lightweight and practical security solution using rule-based policies and real-time monitoring. The Aegis-trust 

structures in three performing layers. The device layer shows simulated IoT devices generates telemetry data.  The 

gateway layer centralized secure gateway, uses zero-trust principles. Application layer shows the Fronted system, 

which provides monitoring and visualization. 

 

Fig4. 

Flowchart of data flow 

Fig 4 The flowchart describes the working flow of the data. Simulated IoT devices generate data, Aegis-Trust Gateway 

verifies the request before allowing communication, and then the Fast API backend provides the APIs for 

communications. and visualized on the angular-based system.  

All communication is routed through the gateway, where each request is authenticated and validated. This ensures that 

no implicit trust exists at any stage of the system. 
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3.2 Device Simulation 

To emulate real-world IoT behaviour, a Python-based simulation module gateway.py is used for Aegis-trust. This 

module continuously generates random telemetry values and transmits them to the backend using HTTP (Hypertext 

Transfer Protocol) requests. The simulation enables continuous data generation to ensure real-time monitoring and 

detect abnormal behaviour. Real-time communication is used for quick data transmission. Representation of edge 

device behaviour that monitors device activity and detects normal and abnormal behaviour.  

3.3 Secure Backend Implementation 

The backend of the Aegis Trust system is implemented using the Fast API framework to handle high-performance API 

requests. The backend is responsible for Device registration and identity management for security checking. Token-

based authentication using JWT for authentication. Secure data ingestion through REST APIs for sending data securely. 

Policy-based access control prevents unauthorised access and improves overall security. 

3.4 Zero Trust Security Policies 

The device identity verification policy verifies the identities of each device before allowing access. An access control 

policy defines what resources a device can access in the system. Least privilege policy, given the minimum access 

required to perform a task. Continuous monitoring policy monitoring real time activities. Communication validation 

policy ensures all data exchanged in the devices is safe and secure. 

3.5 Data Storage 

The database stores Device identities that are all registered devices and unique. Telemetry data (sensor readings) 

generated by devices is stored in the database. System logs and alerts are stored in the database. 

3.6 Zero Trust Security Model 

The proposed Aegis Trust system strictly follows the principles of ZTA. No device is trusted by default. Every request 

undergoes authentication and authorization. Access decisions are based on predefined policies. The model ensures 

continuous verification of all devices within the network. 

3.7 Threat Detection Mechanism 

A lightweight rule-based anomaly detection mechanism is implemented to identify abnormal device behaviour. The 

detection uses predefined thresholds; telemetry values above limits trigger alerts. Alerts are categorised, e.g., medium, 

high. Suspicious activities are collected and displayed on the live system.  

3.7 Frontend Visualization 

The frontend interface is using Angular to provide an interactive monitoring system. Real-time telemetry data is shown 

using Chart.js.for better understanding. The alert monitoring screen shows system alerts in the live system. Cyber 

terminal logs show detailed monitoring. The device statistics overview shows the performance of the devices. 

3.9 Data Communication 

Communication between system components uses Representational State Transfer (REST) communications over 

HTTP. The backend presents data, alerts, and ingestion. The frontend controls these APIs using Angular’s 

HttpClient.Data updates are performed and shown at regular intervals, every 3 seconds. This provides smooth and real-

time communication between system components. 

3.10  System Workflow 

The complete operational workflow of the Aegis Trust system is that the device registers with the backend. An 

authentication token is generated by JWT. The device sends telemetry data to the backend, and the backend validates 
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and stores the data in the database. Threat detection logic is applied to analyse incoming data. Frontend fetches and 

displays updated information in the live system. 

Table 1: System workflow 

Component Technology Used 

Backend Fast API (Python) 

Frontend Angular 

Database SQLite 

Visualization Chart.js 

Communication REST APIs 

 

 

Fig5. Flowchart of the Aegis-Trust Gateway 

Fig 5 The flowchart describes the working of the Aegis-trust Gateway. Firstly, IoT devices are registered in the system 

with their unique IDs, and then, after registration, authentication tokens are generated to secure communication and 

send telemetry data into the backend system. The backend checks the data and stores it for monitoring. And then 

monitor all activity and detect threats and suspicious activity. And lastly, all data alerts, logs, and devices are visualized 

on the Angular-based system. 

 

IV. EXPERIMENTAL RESULTS AND DISCUSSIONS 

The Aegis Trust Zero Trust IoT Gateway was tested with simulated IoT devices connected to a Fast API backend. Even 

though the devices were not physical, they produced real-time data through API calls and an automated gateway script. 

The system successfully authenticated devices and enforced access control by allowing only registered devices to send 

data. The Fast API backend processed and stored the incoming data reliably. The Angular-based system showed the 

data in real time, including charts and device status, with minimal delay. Overall, the system operated correctly, handled 

data securely, and provided real-time monitoring based on Zero Trust principles.  
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Fig6. Real-time telemetry graph for IoT system. 

Fig 6 describes how the Aegis Trust IoT Gateway System works.  It shows real-time data from IoT devices connected 

via a Fast API backend. The system collects data from simulated devices and updates into the real time. The x-axis 

shows sensor readings, and the y-axis shows sensor values from 0 to 100. This graph stores the history or cache data 

for anytime access. The green dots are used to monitor the live data, and the yellow colour indicates the cache data. 

 

 

 

 

 

 

 

 

 

 

 

Fig7. Alerts shows via a bar graph. 

Fig 7 shows the alerts of the system and helps to find the risks in the system. The alerts increased or become serious 

are also found by this system. The red colour indicates the high risk, yellow shows the medium risk, and sea green 

shows the lowest risk in the system. 
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Fig8. Device risk shows via a pie chart 

 

Fig 8 describes the device's risk via a pie chart. The device is trusted or untrusted, authenticated or not, a pie chart will 

be analysed and shown as a graph. The red colour shows the high-risk device and blocks this device, and the sky-blue 

colour shows the elevated risk and tests this device and then permission is granted. The sea green colour shows that 

this device is safe and authenticated. 

 

 

 

 

 

 

 

Fig9. Device uptime 

Fig 9 describes the uptime and all details of the devices. Devices are linked via the backend and show the data in real-

time. Three devices are currently connected via the backend and working in the system. The device uptime latest data 

97% each. 

 

 

 

 

 

 

 

Fig10. Device risks and authentication. 

Fig 10 describes the device's risks and authentication. Devices working online or offline status checks, last seen, and 

all working checks via this graph. The highest score indicates the highest risk, and the lowest shows the device is safe. 

The Alerts in the system provide real-time alerts from IoT devices connected to the Fast API backend. It shows detailed 

information about each alert, including device activity, data values, and the reason for the alert. The alerts are sorted 
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into different risk levels, Medium and High, to help users quickly find the risk linked to each event. This system 

monitors devices, detects threats and helps to improve security.  

The logs in the system provide real-time logs generated by IoT devices and system activities connected via the Fast 

API backend. It shows detailed information about each event, including timestamps, device communication, and 

system actions. The logs capture normal activity and security threats. This page can also create a history of these logs 

for later use. 

The discussions of the Aegis Trust IoT Gateway describe that Zero Trust is used for complex IoT environments, such 

as smart homes or factories full of sensors. The tests show that the main gateway makes it hard for people to log in, 

e.g., multi-factor for every device, least-privilege access, and Continuous monitoring. Aegis-Trust uses JWT 

authentication to provide each device with a unique cryptographic identity. This stops fake devices from joining the 

network. The live system shows real-time device activity and helps quickly detect and solve the issue. 

 

Table 2: Comparison Between Traditional Security, Existing IoT Security and Proposed Aegis-Trust IoT 

Gateway. 

 

Security network models and the proposed Aegis-trust IoT gateway. The table shows that traditional network security 

is less reliable, and existing IoT solves some issues, but still face challenges, and the proposed Aegis trust gateway 

improves security using authentication, real-time monitoring and policy-based access. 

 

 

 

 

 

 

Features Traditional Security Existing IoT Security Proposed Aegis-trust IoT 

Trust Model Default Trust Limited Trust Zero Trust 

Authentication Basic/Password-based Limited Token-based JWT-Based Strong 

Access Control Static Rules Limited Policies Policy-based (least privilege) 

Monitoring Limited Limited Continuous real-time 

Monitoring 

Threat detection Signature-based Basic detection Rule-based Anomaly detection 

Resource usage High Moderate Lightweight and efficient 

Response Time Slow Moderate Fast (real-time alerts) 

IoT Suitability Low Moderate High 
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Table 3: Main Parameters Used in Proposed Aegis-Trust IoT Gateway 

Parameter  Value  Description 

Trust model  Zero trust  No device is trusted by default 

Authentication  JWT-based  Provides a secure token-based identity  

Device Identity  Unique Cryptographic Id  Ensures each device is uniquely identified 

Access control Policy-based  Implement least privilege access 

Monitoring  Real-time  Continuously monitor device activity 

Threat detection  Rule-based  Detects suspicious threats using predefined 

rules 

Communication REST APIs (HTTP) Ensure secure data exchange  

System  Angular +Chart.js Visualizes telemetry and alerts 

Alerts  Risk-based  Generates alerts based on risk levels 

Resource usage Lightweight Suitable for low resource usage 

 

Table 3 shows the main parameters of the proposed Aegis-Trust IoT gateway, including authentication, access control, 

monitoring and threat detection. The table highlights the use of zero trust principles, JWT-based authentication and 

policy-based least privilege access. This makes the gateway suitable for IoT devices with limited resources 

 

V. CONCLUSION 

This study shows that the proposed Aegis Trust is a lightweight Zero Trust IoT security gateway to improve IoT security 

networks. It removes default trust and uses continuous authentication, policy-based access control, and real-time 

monitoring via a gateway. The rule-based implementation detects threats, unauthorized logins, or abnormal telemetry 

without high resources. This makes it perfect for an IoT system that uses low-power hardware and wants to improve 

performance. JWT authentication and a live system make things more visible, making it easier to detect suspicious 

activity and solve it immediately. Results show that the process is safe and Cost-effective. However, the Aegis-trust 

provides a strong foundation, even with limitations such as static rules and simulated testing. Aegis Trust is a good 

start for real-world Zero Trust in IoT. In conclusion, it shows that a lightweight, rule-based Zero Trust approach is 

effective, efficient, and suitable for future digital infrastructure. In future, the system can be extended and also focus 

on enhancing the system using more technologies to improve threat detection. 
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