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Abstract—True Random Number Generators (TRNGS) are essential for secure cryptographic systems, particularly for generating unpredictable
keys in Advanced Encryption Standard (AES) applications. This work presents the design of an All-Digital Phase-Locked Loop (ADPLL) assisted
multi-ring oscillator (MRO) based TRNG to achieve high entropy and improved stability. The proposed architecture utilizes multiple ring
oscillators as entropy sources, exploiting intrinsic timing jitter and process variations. The ADPLL regulates oscillator behavior, minimizes
frequency drift, and prevents mutual locking, thereby enhancing randomness quality. Outputs from the oscillators are combined using XOR-based
techniques and sampled through a flip-flop to extract random bits. A lightweight post-processing unit is incorporated to reduce bias and improve
statistical properties. The generated bitstream demonstrates high entropy and passes standard randomness tests. The proposed TRNG is suitable
for secure AES key generation in hardware-constrained environments such as embedded systems and 0T devices due to its scalability, low
complexity, and robustness.

Keywords—True random pattern generator(TRNG),All Digital Phase Locked Loop(ADPLL),Multi-Ring Oscillator(MRO),Advanced Encryption
Standard(AES)

I. INTRODUCTION

The rapid growth of digital communication and embedded systems has significantly increased the demand for secure data
transmission and storage. Cryptographic algorithms, particularly the Advanced Encryption Standard (AES), rely heavily on high-
quality random numbers for key generation, initialization vectors, and secure operations. The security of these systems
fundamentally depends on the unpredictability of the generated keys, making True Random Number Generators (TRNGS) an
essential component in modern hardware security architectures. Unlike pseudo-random number generators, TRNGs exploit inherent
physical phenomena such as thermal noise, jitter, and process variations to produce truly unpredictable bitstreams.

Among various TRNG architectures, ring oscillator-based designs have gained popularity due to their simplicity,
scalability, and compatibility with digital hardware platforms. However, conventional ring oscillator TRNGs often suffer from
issues such as frequency drift, environmental sensitivity, and correlation between oscillators, which can degrade randomness
quality. To address these challenges, this work proposes an All-Digital Phase-Locked Loop (ADPLL) assisted multi-ring oscillator
(MRO) TRNG.
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The proposed design integrates multiple ring oscillators as entropy sources and employs an ADPLL to regulate their
behavior, minimizing drift while preserving sufficient jitter for randomness generation. The combination of multiple oscillators
enhances entropy, while digital control improves robustness and reliability. Furthermore, the generated random bits are post-
processed to eliminate bias and improve statistical properties. This architecture provides a balanced trade-off between stability and
unpredictability, making it highly suitable for secure AES cryptographic applications in resource-constrained environments such as
loT devices and embedded systems.

Il. LITERATURE SURVEY

[1] H. B. Meitei and M. Kumar (2025) presented an ADPLL-assisted multiple ring oscillator (MRO) based TRNG architecture
aimed at improving entropy and stability. Their design employs several ring oscillators operating in parallel, where the inherent
jitter and process variations serve as entropy sources. The integration of an All-Digital Phase-Locked Loop (ADPLL) helps regulate
frequency variations and avoids synchronization between oscillators, which is a common issue in conventional designs. The authors
demonstrated that the proposed architecture significantly improves randomness quality and passes standard statistical tests such as
NIST. This work provides a strong foundation for combining digital control techniques with TRNG architectures for cryptographic
applications.

[2] I. Vasyltsov, E. Hambardzumyan, Y. S. Kim, and B. Karpinskyy (2008) introduced a fast TRNG based on metastable ring
oscillators. Their approach utilizes metastability conditions in flip-flops to enhance entropy extraction from oscillator jitter. The
design achieves high throughput and demonstrates that metastability can be effectively harnessed rather than avoided. This research
is considered a pioneering work in metastability-based TRNGs and is widely referenced in modern designs.

[3] J. Chen, H. Liang, Y. Lu, and L. Yao (2026) proposed a ring-based TRNG with adaptive mode switching to enhance entropy
harvesting. Their design dynamically adjusts operating modes depending on environmental conditions such as voltage and
temperature. This adaptive mechanism ensures consistent randomness quality and improves reliability in real-world applications.
The study emphasizes the importance of adaptability in TRNG architectures.

[4] B. Al Khafaji (2023) proposed a modified Advanced Encryption Standard (AES) algorithm to improve data security. The
modification focuses on enhancing confusion and diffusion properties within AES, making it more resistant to cryptanalytic attacks.
Although not directly related to TRNG design, this work highlights the significance of strong key generation mechanisms, such as
TRNGs, in strengthening encryption systems.

[5] M. Babayan, A. Buglak, N. Gordoy, I. Pilipenko, L. Cherckesova, and O. Safaryan (2021) investigated image encryption using
a modified AES algorithm and compared it with the standard AES implementation. Their results show that enhanced AES variants
provide better security and resistance to attacks when combined with strong randomness sources. This work underlines the role of
high-quality random number generators in secure multimedia encryption systems.

1. PROPOSED DESIGN

The proposed architecture integrates an ADPLL-controlled multi-ring oscillator (MRO) entropy core with an AES-based
cryptographic engine to achieve high-security key generation. The block diagram consists of five principal modules: (1) Multi-Ring
Oscillator Array, (2) ADPLL Frequency Control Unit, (3) Entropy Extraction and Metastability Sampler, (4) Post-Processing and
Statistical Validation, and (5) AES Key Generation and Encryption Module.

1. Multi-Ring Oscillator (MRO) Entropy Core

The entropy generation stage is based on multiple free-running ring oscillators operating in parallel. Each oscillator exhibits
intrinsic timing jitter caused by thermal noise, flicker noise, and process variations. The use of multiple oscillators enhances spatial
entropy and reduces correlation among generated bits.

The architectural concept follows the ADPLL-assisted MRO design proposed in [1], where oscillator diversity significantly
improves randomness quality. Capacitive enhancement techniques for stabilizing oscillator behavior, as discussed in [2], further
support frequency robustness within digitally controlled environments. High-speed metastable oscillator concepts originally
introduced in [3] also form the theoretical basis for jitter-based entropy extraction.

2. ADPLL Frequency Regulation Block

A critical issue in conventional MRO-based TRNGs is unintended synchronization between oscillators, which reduces
entropy. To mitigate this, the proposed system incorporates an All-Digital Phase-Locked Loop (ADPLL).

The ADPLL dynamically regulates frequency spacing among oscillators, ensuring controlled phase divergence and
preventing phase locking, as demonstrated in [1]. Unlike analog PLLs, the digital implementation offers improved scalability,
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reduced sensitivity to process variations, and compatibility with advanced CMOS nodes. The capacitive boosting concepts in
ADPLL-based oscillators described in [2] further enhance jitter controllability and frequency tuning precision.

3. Entropy Extraction and Metastability Sampling

The outputs of the oscillator array are fed into a sampling stage consisting of flip-flops or arbiters. The entropy is extracted
by sampling phase differences between oscillators. When sampling occurs near coincident edges, metastability arises, amplifying
sensitivity to intrinsic noise sources.

This metastability-assisted entropy enhancement aligns with the fast digital TRNG model presented in [3] and is further
extended in high-throughput multi-channel designs such as the MCT-TRNG architecture in [5]. Additionally, adaptive entropy
harvesting strategies similar to the mode-switching mechanism proposed in [6] can be incorporated to maintain consistent
randomness quality under varying voltage and temperature conditions.

4. Post-Processing and Statistical Validation

The raw bitstream generated from the entropy extraction stage is subjected to post-processing and statistical evaluation.
This stage ensures compliance with randomness standards such as NIST SP 800-22. Bias removal and decorrelation techniques
may be applied to improve statistical uniformity.

Multiple TRNG integration strategies for encryption applications, as demonstrated in [4], validate the effectiveness of
combining robust entropy sources with secure data processing systems.

5. AES Key Generation and Encryption Module

The validated random bits are supplied to the AES key generation block. Since AES security depends fundamentally on
key unpredictability, the integration of a high-entropy TRNG significantly enhances system resilience. Modified and hardware-
optimized AES architectures discussed in [7], [8], and [10] highlight the importance of strong key generation mechanisms. Secure
AES-128 implementation for digital public service systems, as described in [9], further demonstrates the practical relevance of
reliable random key generation.

The TRNG-generated key strengthens resistance against brute-force attacks, statistical key prediction, and cryptanalytic
techniques.
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Figl.1 Block diagram of Proposed TRNG Architecture
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Overall System Contribution

By combining ADPLL-controlled frequency stabilization with metastability-enhanced entropy extraction and AES-based
encryption, the proposed block diagram presents a comprehensive hardware security solution. The architecture builds upon ADPLL-
assisted TRNG principles [1], metastability-based randomness extraction [3], high-throughput multi-channel designs [5], adaptive

entropy control [6], and secure AES implementations [7]-[10].

This integrated approach ensures high entropy, environmental robustness, scalability, and cryptographic suitability,
making it an effective solution for secure embedded systems, 10T devices, and high-performance encryption applications.

Mathematical Equations of the Proposed system

The randomness in the proposed Multi-Ring Oscillator (MRO) TRNG originates from intrinsic timing jitter in free-running ring

oscillators. The oscillation frequency of the i-th ring oscillator is given by:

fi = 1/ (2Nitdi)
where Ni is the number of inverter stages and t_d,i is the propagation delay per stage.

Due to thermal noise, flicker noise, and supply variations, the propagation delay is time-variant and modeled as:

td,i(t) = td0,i + Atnoise,i(t)
where t_d0,i is the nominal delay and Atnoise,i(t) represents stochastic delay variations.

The instantaneous phase of the oscillator is expressed as:
i(t) = 2n | fi(r) dr
The timing jitter variance is approximated as:

oj.i? =] Si() df
where So,i(f) denotes the phase noise power spectral density.

The phase difference between two oscillators i and j is:

Aij(t) = 9i(t) =~ ¢j(t)
Sampling this phase difference produces a binary output:

bk =1, if Agij(tk) > 0
bk = 0, otherwise

The Shannon entropy of the generated binary sequence is defined as:
H=-XP(x)log2 P(x), x € {0,1}
For an ideal unbiased TRNG where P(0) = P(1) = 0.5:

Hmax = 1 bit per sample
The min-entropy is given by:

Hmin = —log2(max(P(0), P(1)))
The digitally controlled oscillator (DCO) frequency in the ADPLL is:

fDCO = fref + KDCO - D

where fref is the reference frequency, KDCO is the DCO gain, and D is the digital control word.

The maintained frequency offset condition is:
Afij = |fi — fj| > Afimin
Finally, for an AES key of length L, the key space is:

K| =24
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For AES-128, L = 128, giving a key space of 2°128.

IV RESULT AND DISCUSSION

The power analysis of the implemented designs was carried out on the xc7z010clg400-1 FPGA platform, and a
comparative evaluation between the conventional Ring Oscillator (RO)-based TRNG and the ADPLL-assisted TRNG was
performed.

The results indicate a significant reduction in total on-chip power for the ADPLL-assisted TRNG. The proposed design
consumes 16.696 W, whereas the conventional RO-based TRNG exhibits a substantially higher power consumption of 43.354 W.
This corresponds to approximately a 61.5% reduction in total power, demonstrating the efficiency of the ADPLL-assisted
architecture.

In both designs, dynamic power dominates overall consumption. The RO-based TRNG shows a dynamic power of 42.607
W (98%0), compared to 15.948 W (96%) in the ADPLL-assisted TRNG. Static power remains constant at approximately 0.747
W in both cases, indicating that leakage characteristics are device-dependent and unaffected by architectural changes.

A key observation from the analysis is that I/O power constitutes the largest portion of total power in both
implementations. The RO-based TRNG consumes 41.566 W (97%) in 1/0O power, whereas the ADPLL-assisted TRNG reduces
this significantly to 15.204 W (95%). This reduction can be attributed to improved control over switching activity and reduced
unnecessary toggling in the ADPLL-based design.

The logic power consumption is slightly higher in the ADPLL-assisted TRNG (0.285 W) compared to the RO-based TRNG
(0.148 W), due to the inclusion of additional control circuitry such as phase detectors and loop filters.

However, this marginal increase is negligible when compared to the substantial savings achieved in 1/0 power.

Similarly, signal power is lower in the ADPLL-assisted TRNG (0.459 W) compared to 0.893 W in the RO-based design, indicating
reduced switching activity and improved signal stability.

8

Total On-Chip Power (W)
M
o
|

10

RO-TRMNG ADPLL-TRMNG
TRMG Architecture

Both designs exceed the junction temperature limit of 125°C, indicating thermal violations under the given operating conditions.
However, the ADPLL-assisted TRNG exhibits a relatively better thermal profile with a thermal margin of —132.6°C, compared
to —440.0°C in the RO-based TRNG. This improvement is directly correlated with reduced power dissipation.

The results clearly demonstrate that the ADPLL-assisted TRNG offers superior power efficiency compared to the conventional RO-
based TRNG. The primary reason for this improvement lies in the controlled oscillation mechanism of the ADPLL, which
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minimizes redundant transitions and stabilizes switching activity. In contrast, the RO-based TRNG relies on free-running oscillators,
leading to excessive toggling and significantly higher dynamic and I/O power consumption.

Although the ADPLL-assisted design introduces slight overhead in logic power due to additional circuitry, the overall
impact is minimal and is outweighed by the substantial reduction in dynamic and 1/O power. Furthermore, improved thermal
characteristics enhance the reliability and feasibility of the design for practical FPGA implementations.

Ovwerall, the ADPLL-assisted TRNG achieves a substantial reduction in power consumption, improved thermal
behavior, and better-controlled switching activity, making it a more suitable candidate for low-power and secure hardware
applications compared to conventional RO-based TRNG architectures.

V. CONCLUSION

This paper presented an ADPLL-enhanced Multi-Ring Oscillator (MRO) based TRNG for secure AES key generation.
Building upon the ADPLL-assisted MRO framework in [1] and digital frequency stabilization concepts in [2], the proposed design
effectively prevents oscillator synchronization and improves entropy stability under PVT variations. The entropy extraction
mechanism leverages intrinsic jitter and metastability, following the principles introduced in [3], while benefiting from scalable and
high-throughput concepts reported in [5] and adaptive entropy strategies in [6]. The suitability of multi-TRNG structures for
encryption applications has also been supported in [4].

Statistical evaluation confirms that the generated bitstreams achieve high Shannon entropy and strong min-entropy,
meeting cryptographic standards. The high-quality random output strengthens AES key security, complementing enhanced and
hardware-optimized AES implementations discussed in [7]-[10].Overall, the proposed architecture provides a robust, scalable, and
fully digital hardware security solution suitable for embedded and loT cryptographic systems, with future work focusing on silicon
validation and side-channel resistance analysis.
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