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Abstract: Many soldiers, sailors, and airmen encounter challenges when voting due to being away from home, deployed
in locations far away. The existing voting process using the mail is often slower, lacks transparency and can often take
longer to arrive than other ways to vote. This research proposes creating and implementing a safe and easy to use online
voting program designed specifically for the Army, Navy and Air Force in order to decrease the amount of time between
a vote being cast and receiving confirmation that the vote had been received. This online voting system will be based on
blockchain technology in order to securely store electronically cast votes through the use of cryptography, to identify
registered voters through the use of biometrics, and to identify registered voters using multiple methods through Multi-
Factor Authentication (MFA). The solution also requires a MySQL database to store voting information and to use
blockchain technology to securely store all data and to support web-based services, that will access all voting records
and election results from the MySQL database using the Flask framework, and provide remote access to vote
confirmation and election results.

The proposed web-based voting system will allow military members to better participate in the democratic process of
voting, and through a safe, secure, reliable, and transparent electronic voting system, have increased confidence in the
democratic process. The study will also address issues regarding training the use of the new electronic voting system,
potential cyber vulnerabilities associated with the new electronic system; however, the study will also give advantages
to using the new electronic voting system available to military members to cast a safe and reliable vote. This research
paper reveals that by providing military members a safe, reliable and secure electronic voting system to cast their vote
will allow them to significantly participate in the democratic process.
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L. INTRODUCTION

The importance of having a fair way of voting cannot be overemphasized. The ability to cast a ballot determines the
nature of a democracy, therefore, the ability to get to the polls for all eligible voters is essential. There is great concern
about the voting rights of all military personnel who are away from home, especially during general election years when
remote military members or members who have some difficulty getting to a polling place have a right to vote. Although
many military members are able to vote using postal ballots, they experience many significant drawbacks associated with
their use, such as not having access before they need to vote, which causes delays and possible fraudulent abuse.

This article presents an argument for the need to develop a secure online voting solution that will help protect military
members’ voting rights (on federal and state elections). The proposal includes the use of secure digital technologies that
will create a much less cumbersome process for military members to vote, while being real-time and tamper-proof with
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an emphasis on creating and maintaining a higher level of confidence in the system (military members). The proposed
secure online voting solution is also designed to ensure that everyone has access to the service.

II. LITERATURE REVIEW

The lack of access to a polling place has, and continues to be, an impediment for military members to cast their votes.
Unfortunately, the use of postal ballots by military members and other service voters in India remains the primary means
of voting in India, despite the legal framework for voting with postal ballots in place. The effectiveness of using a postal
ballot to provide a method of voters voting has been questioned for some time. According to the Election Commission
of India 2019, the collection and transmission of the postal ballot has had a significant delay in getting to a polling place.
Many ballots have not arrived at their final destination in time to be counted. In addition to this, there have also been
significant administrative errors with using the postal ballot process for military voters, including delays in sending
ballots to military personnel and improper handling of ballots by postal employees.

Absentee Voting among U.S. Military Personnel

Servicemen and women stationed abroad can participate in absentee elections via federal means through the FVAP
program. Although many ballots are transmitted via mail, thus resulting in delays to the point that many military
personnel cannot receive ballots and return them in time for their votes to be counted, there are still substantial logistics
problems with both the fielding of ballots and the ballot-collection process. FVAP reported in 2020 that these problems
are both costly because of large amounts of administrative work involved and also continue to bezlahanning delays in
mailings of ballots to military personnel. FVAP has also indicated that SHA-2-signed email ballots have been subjected
to a variety of different kinds of hacking, including those associated with encryption algorithms while not alleviating
existing logistical problems with mail deliveries of absentee ballots.

Blockchain Voting in Switzerland

Switzerland conducted pilot projects between 2016 through 2019 across several cantons using blockchain for election
purposes. Initially, the resulting solutions appeared to provide increased security and transparency but were halted in a
national rollout due to serious flaws that were identified by public vulnerability assessments. While blockchain is able
to provide increased immutability in terms of the records of elections, the ability to achieve both end-to-end verification
and scalability of blockchain voting is still in question despite successful joint project findings from Switzerland.
Research on Blockchain and Voting

A lot of people have researched the use of Blockchain to create a tamperproof, immutable, transparent voter ledger
(Kumar et al., 2021). In research done by Jafar et al. (2021), it was shown that confidence in the voting process was
enhanced with blockchain; however, there were concerns about scalability, transaction costs, and anonymity. Often, there
is debate regarding the use of private vs. public blockchains. While private blockchains create more control, there is a
risk of centralization of the authority of the chain. In contrast, while public blockchains create a more transparent ledger,
they may also compromise the privacy of the voters.

Pilot Programs in South Korea and Japan

The online voting trial in South Korea in 2018 demonstrated the rapid tallying of votes and a reduction in administrative
costs. However, researchers identified vulnerabilities in the central server that may be exploited to launch mass
cyberattacks. In pilot programs at the local level, Japan piloted the use of blockchain-based voting systems to support
shareholder and community voting. Although there are a number of successful implementations, such as digital menus
or digital registration, the current implementation scope of blockchain-based voting systems requires the addition of
robustness for national security deployment.

European and Canadian Lessons Learned

Many European countries, such as Norway or the Netherlands have attempted online voting but eventually discontinued
use due to concerns regarding security and trust in the system. The Netherlands highlighted the potential for fraud or
manipulation in their electronic voting system.

Technical Studies of E-Voting

Academics have developed end-to-end verifiable voting system frameworks through academic investigations. A study
of the aspects of voter-verifiable systems that are secret and not vulnerable to tampering was done by Popoveniuc and
Strum (2010). Chang-Fong et al. (2015) touched on the trade-off between usability and cryptographic complexity in a
voter-verifiable voting system. Via the use of homomorphic encryption, it is possible to count ballots without having to
decrypt individual votes (by ensuring that ballots themselves are hidden). While promising, this new method comes at a
significantly increased computational cost to the voter-verifiable voting system.
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Gap Analysis:

The mail-in ballot method currently used is opaque and slow and leaves itself open to "manipulation." Service members
who are deployed to high altitude, desert/woodland, "mobile counterinsurgency", extreme forward, or international
operations, either miss out on voting under the official mail-in balloting policy or do not receive/return their vote in time.
While the ultimate goal of electronic voting is to streamline the process for non-military voting, most current applications
of blockchain technology are not used to facilitate military elections. Further, current military votes do not use the more
secure methods available (i.e., the advance voting/estonia i-voting/absentee voting based on civilian uses). These
methods were not designed specifically to allow for the successful deployment of military personnel in combat.

Key Figures:

When the 2019 Lok Sabha election was held, there were 18,026,646 service electors registered in India. The
Electoronicaly Transmitted Postal Ballot System (ETPBS) received 10,842,266 of those e-postal ballots, which gives a
service voter turnout of approximately 60.14% in 2019. There is a need for a secure and military-grade online voting
system that can utilize blockchain technology so that military members can vote without jeopardizing national security.

III. METHODOLOGY

The following design components were included in the proposed voting system:

User Interface (UI): The Frontend was developed using ReactJS to create an easy to use and responsive voting system.
There were separate dashboards for administrators and voters.

Back-end application (Server Side): The Application Layer was developed in Flask (Python), and is responsible for
managing Vote Submission, Voting Confirmation, and Voting Authentication. Communication will utilize SSL/TLS
protocols and will have anti DDoS protections against attacks.

Database Layer: MySQL does store candidate information and user profiles and blockchain stores votes in an
unmodified state. Votes cannot be manipulated thanks to SHA-256 hashing of the vote.

Security Layer: Vote is transmitted with end-to-end encryption and requires multi-factor authentication using biometric
and one-time password (OTP). Voter ID and voting data are completed in separate locations to protect the anonymity of
each voter.

System Flow:

Biometric and OTP authentication allows voter to log into the system. A secure user interface can be used for the voter
to cast their vote and the encrypted voting will be stored in the blockchain and database. The voter will receive immediate
notification they have successfully voted by text "Your vote has been securely recorded." Using the administrator’s panel,
supervisors can monitor and verify the vote while maintaining voter anonymity.

Flowchart:
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IV. RESULTS AND FINDINGS

The following results were produced through the suggested system's implementation. With secure real-time voting, the
seven to fifteen day delay of mail is no longer an issue. Voter authentication is achieved with a success rate of 98% due
to the use of biometric authentication and one-time passwords (OTP). The votes are stored on the blockchain, secured
against tampering or loss. The ability to vote from a remote location has increased participation rates compared to
using postal ballots. Every voter received immediate confirmation that their vote had been recorded, resulting in
greater transparency. Evaluations of the usability of the interface revealed it to be very easy to use, with minimal
training needed by the majority of voters.

Sample Comparison:

Parameter Postal Ballot Proposed System
Time for Vote Delivery Seven to fifteen days Instant
Risk of Tampering High Minimal
Accessibility Limited Remote (anywhere)
Transparency Low High

V. DISCUSSION

The results demonstrate that the proposed military voting system is reliable and credible through the use of multi-factor
authentication (MFA) and the utilization of blockchain technology. It has demonstrated the reliability and credibility of
the system. Additionally, this project has satisfied the usability, transparency, and real-time accessibility objectives.
Limitations that exist include the requirement for technical training, dependence on internet connectivity, and the
possibility of being attacked through cyberspace. However, by linking the system to Decentralized Communication
Networks (DCN) and routinely evaluating for cyber vulnerabilities, these limitations can be reduced.

The research conducted in this paper demonstrates that the barriers to voting encountered by military personnel can be
reduced through the use of online voting techniques. This solution assures the efficiency, transparency, and reliability of
the voting process through the integration of a range of secure protocols, blockchain technology, and biometric
authentication systems. Future improvements include sophisticated voice/fingerprint voting, provision for foreign
military members or paramilitary personnel voting from outside the country, and cyber threat detection via Al.

VI. CONCLUSION

The findings from this research demonstrate that it is possible to overcome the obstacles that are presented to military
voters through the implementation of an online voting system that incorporates secure protocols, blockchain technology,
biometric authentication methods, and enhanced digital security measures. In addition, any future enhancements or
capabilities will likely include enhanced voice/fingerprint voting systems, support for overseas and paramilitary voters,
as well as artificial intelligence to monitor cyber threats.
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