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Abstract : The goal of this research is to see how aware college students in rural areas nearby chennai are about cyber crimes and what 

experiences they have had and how they respond and what makes them more likely to be victims. The study got information from 200 

college students by asking them questions in offline survey method. The study found out is that even though students use the internet 

and other digital platforms all the time they do not know much about how to stay safe. Most students are between 18 and 23 years old 

and use the internet a lot on their smartphones. A lot of them 81.5% know about cybercrime. They do not know much about the laws or 

how to report problems. More than half, 54.5% have had problems like someone misusing their profile being bullied online or being 

cheated out of money. Most students just block the person who did it or ignore it. It also finds out that having these problems causes a 

lot of stress and fear. We need to help students, in rural areas learn more and feel safe online. The study says that we need to teach 

students more about how to use the internet and have programs to make them aware of cyber crimes so they can be safe when they are 

online. Cyber victimization is a problem and we need to do something about it to reduce cyber risks and promote safe online behavior, 

among college students and help them avoid cyber victimization. 

 

Keywords: Cyber, College Students, Rural Areas, Victimization, Online.  

 

I. INTRODUCTION 
To know how aware college students in rural areas nearby Chennai are about cyber victimization we need to look at their exposure 

to it their experiences, with it and what they know about preventing cyber crime. This study is about finding out how aware rural 

college students are of cyber crimes. The study also want to know how much college students know about threats. The study looks 

at what rural college students have experienced in the past with cyber crimes. The main goal is to help college students stay safe 

from cyber crimes. College students who live in areas near Chennai are using the Internet more and more for school talking to 

people and being social. They do not know that they can be hurt by bad people on the Internet like bullies, people who steal identities 

and people who commit fraud. The Internet can be a place, for college students because they do not know about cyber threats. This 

research wants to see how much college students really know about cyber risks. By doing this the research will be able to do the 

following: Increase awareness among college students in rural areas, Help to develop policy and programs in educational system, 

Encourage safe online behavior towards college students to protect themselves against cyber threats, Enhance Academic Research 

that can be used as a foundation for future academic research. 

 

1.1. NEED OF THE STUDY. 

Lots of adults who live in rural areas are using the internet these days. This is a problem because young adults in rural areas might be 

in danger, from cyber risks. We need to find out what college students know about cyber risks. We have to figure out what college 

students need to learn about risks. Then we have to give college students tools to stay safe online when it comes to cyber victimization 

and cyber risks. 
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1.2. CYBER CRIME: 

Cybercrime generally refers to a criminal act that is performed using computers and networks. Cybercriminals are using a computer 

and/or the Internet to commit the crime. Cybercrimes can be committed directly against an individual/cybercrime victim or indirectly 

through a third party (e.g., someone can use your email address and/or credit/debit cards to perpetrate identity theft). In addition to 

being a criminal act, cybercrime is harmful both physically and psychologically to the victim.  

 

1.3. CYBER VICTIMZATION: 

The internet and various types of electronic devices such as computers and cell phones have had a tremendous impact on youth’s 

social connectivity. Since the introduction of these devices the speed and ease at which youth can communicate have made 

cell phones and the internet two essential tools for daily living. A form of cyber-victimization occurs when someone is harmed 

by another individual through the internet.  

According to the author of the text (Langos, 2012), “cyber” refers to more than just the use of the internet—it also includes any 

form of harm perpetrated using technology (e.g., with a cell phone). 

 

1.4. IMPACT OF CYBER VICTIMIZATION AMONG COLLEGE STUDENTS: 

For college students, cyber victimization has several adverse effects (mental health, academic performance, social relationship, and 

overall quality of life). The most notable ways in which cyber victimization negatively impacts the student include: 

Psychological and Emotional Effect, 

Academic Achievement, 

Social/Interpersonal Effects, 

Behavioral Effects, 

Enduring Consequences, 

Economic or Security Risk, 

The areas where college students in communities need the most help. Then we will create programs to reach out to these college 

students in rural communities and help them learn new things. This will make college students in communities feel more sure of 

themselves when they are online and better able to deal with bad things that can happen to them on the internet. We want college 

students, in communities to feel safe and confident when they are online. 

 

1.5. THEORITICAL FRAMEWORK: 

Research applying Routine Activities Theory (RAT) to online offending is increasing. When Cohen and Felson first suggested 

tying one's routine activities to offending. RAT is often paired with Lifestyle theory to produce Lifestyle-Routine Activities 

Theory (LRAT). LRAT is about situational factors coming together in a specific time and space. By focusing on four main 

factors, exposure, proximity, guardianship, and target attractiveness, one can assess risks for victimization.  

For a crime to occur there must be three factors present: 

a motivated offender, 

a suitable target, and 

absence of a capable guardian. 

The motivated offender is assumed to be present, whereas a suitable target may not be. LRAT suggests victimization is likely 

when a person is placed in a high-risk situation, near a motivated offender, who see you as an attractive target with no capable 

guardian around. Routine activities are defined as, “recurrent and prevalent activities that provide for basic population and 

individual needs, formalized work, as well as the provision of standard food, shelter, sexual outlet, leisure, social interaction, 

learning, and childbearing”. They may occur in several places including the home, jobs outside the home, and other activities 

outside the home. With the prevalence of hand-held devices allowing for continuous technological immersion, there is a 

potential to add cyber spaces to the routine activities as they could also occur in all these same spaces. The literature focuses 

on many studies applying LRAT or variations thereof, to cyber victimization. These studies apply LRAT to various cyber 

abuses and victimization and discuss how the internet has affected the way to apply the lack of capable guardianship to an 

online setting that may not be conducive to guardianship. 

 

1.6. CYBER LAWS/ INFORMATION TECHNOLOGY (AMENDMENT) ACT, 2008: 

The Cyber Laws or Information Technology Amendment Act of 2008 is a thing. They changed the Information Technology Act of 

2000 in December 2008. This new change is what we call the Information Technology Amendment Act of 2008. The Information 

Technology Amendment Act of 2008 actually started working from the 27th of October 2009. 

The Information Technology Amendment Act of 2008 has made a set of rules to protect personal information. It says that people 

have to follow security practices to keep sensitive personal information safe. The Information Technology Amendment Act of 2008 

also has rules for dealing with crimes like when someone steals your identity or does cyber terrorism. 

The Indian Penal Code and the Indian Evidence Act were also changed to include cyber crimes and digital evidence that the 

Information Technology Act of 2000 talks, about. 

Some Indian laws that deal with crimes are as follows: 

The Information Technology Amendment Act of 2008 

The Indian Penal Code of 1860 

The Indian Evidence Act of 1872 

The Indian Telegraph Act of 1885 
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The Bankers Book of Evidence Act of 1891. 

 

1.7. CYBER CRIMES WITH BNS IMPLICATION: 

Section 294 of BNS is about publishing and sending material even on the internet. If someone does this, they can go to jail. Have to 

pay fines. If they do it again, punishment is worse. 

Section 77 of BNS is very specific. This is about taking pictures or sharing pictures of a woman without her permission. This is 

something called voyeurism. 

Section 303 of BNS is about stealing things related to phones, computers, and data. It helps prosecutors punish people who steal 

things online. However, there are laws like the IT Act that are used first if they apply. 

Section 78 of BNS talks about stalking. This can happen in person or online. If someone stalks a woman either in person or using 

the internet, they can go to jail. Have to pay fines. 

Section 317 of BNS applies when someone has a stolen phone, computer, or data. They can get in trouble for having it even if they 

did not steal it themselves. 

Section 318 of BNS is about fraud. This includes stealing passwords making websites and other kinds of online fraud. The 

punishment for fraud depends on how bad the online fraud was. 

Section 336 of BNS deals with things like emails and online forgery. People who do this can go to jail, have to pay fines, or both. 

This Section 336 of BNS also applies if someone tries to hurt a person's reputation by forgery. 

Section 356 of BNS is about saying things about someone, including sending mean emails. If someone does this, they can go to jail. 

Have to pay fines. 

 

II. REVIEW OF LITERATURE: 

1. Ismaeel (2025), this study aimed to determine the relationships between digital literacy, awareness of cybercrime, and experiences 

of cyberbullying among social media users in Saudi Arabia. To do this, a sample of 500 individuals was taken and analyzed using a 

quantitative approach via PLS-SEM methodology. Results indicated that higher levels of DL significantly increased individuals’ 

preventative behaviour when it comes to such areas as protecting their privacy and being able to recognise possible online dangers. 

Results also showed that increased use of social media resulted in more exposure to cyberbullying experiences; however, both 

awareness of cybercrime as well as preventative strategies contribute to reducing the likelihood of becoming a victim of cyberbullying. 

2. Muna Ahmead, Nuha El Sharif, et al. (2024), the study looked at how undergraduate students at Al-Quds University behave and 

their awareness of cybercrime. It found that a lot of students, than half had either been a victim of cybercrime themselves or knew 

someone who had. This shows that the university needs to do more to teach students about cybercrime and how to stay safe online. 

3. Tareq Rahman, Md. Mahin Hossain, and et al. (2023), In this study we examined whether cyber victimisation is related to poor 

mental health, including anxiety and depression for university students in Bangladesh. The present study utilised a cross-sectional 

research design and reported the following rates of depression (52.5%) and anxiety (44.0%) among the participants. The results 

indicates that there was an increased likelihood of reporting depression and anxiety for those who reported that they had been a victim 

of cyber bullying. Some other contributing factors related to depression and anxiety included having difficulty sleeping, spending too 

much time on social mediums and having thoughts of suicide. These findings highlight the necessity to not only develop an awareness 

of cyberbullying, but to also implement and use appropriate intervention strategies with respect to reducing the incidence of mental 

health related to university students. 

4. Cheong Shun Xiang and Muslihah Hasbullah (2023), Conducted in Selangor, Malaysia, this research assessed the interplay 

between awareness of cybersecurity and cyber-human values with regard to university student attitudes toward engaging in 

cyberbullying.The results suggest the level of awareness regarding password security – coupled with student perceptions of their 

cyber-human values – play a critical role in an individual’s propensity to engage in cyberbullying through the use of a computer or 

other internet-connected device. Results from this study recommend that integrating cyber-security education with ethical-based 

education may ultimately develop socially responsible behaviours on behalf of university students. 

5. Eyup Zorlu (2023), the study looked at how college students know about cyberbullying and how well they can keep their 

information safe on the internet. It found out that students who know more about cyberbullying are better at keeping their information 

safe on the internet. Female college students know more, about cyberbullying than college students. College students who know more 

about cyberbullying have personal cybersecurity. 

2.1. RESEARCH GAP: 

Existing research on cyber victimization mostly looks at people living in cities. Not much attention has been given to college students 

in rural areas, especially those near Chennai. Many studies talk about how common cybercrime's. They do not really discuss how 

aware students are or what they know about preventing cybercrime. There is not data on how well people in rural areas understand 

digital things and how that affects their chances of being targeted by cyber threats. Not many studies have been done on how cyber 

awareness programs work. We also do not know much about what students know about their rights or how to report cybercrime. 

There also seems to be a gap in understanding how cyber awareness differs between female students. All these gaps show that we 

need a study to understand and improve awareness about cyber victimization, among rural college students. 

III. RESEARCH METHODOLOGY: 

3.1.RESEARCH DESIGN AND APPROACH: 

The study uses a descriptive research design, with a quantitative approach. This descriptive design 

helps to describe what people think and do. The quantitative approach is used to collect and analyze 

numbers to get results. It helps to know opinions and behaviors of respondents. The descriptive design 

and quantitative approach together make the study reliable. 
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3.2. SIGNIFICANCE OF THE STUDY: 

College students who live in areas near Chennai are using the Internet more and more for school talking to people and being 

social. They do not know that they can be hurt by bad people on the Internet like bullies, people who steal identities and people 

who commit fraud. The Internet can be a place, for college students because they do not know about cyber threats. This research 

wants to see how much college students really know about cyber risks. By doing this the research will be able to do the 

following: 
Increase awareness among college students in rural areas. 

Help to develop policy and programs in educational system. 

Encourage safe online behavior towards college students to protect themselves against cyber threats. 

Enhance Academic Research that can be used as a foundation for future academic research. 

 

3.3. OBJECTIVE OF THE STUDY: 
An assessment on college students travel predominately from rural areas near Chennai. 

An evaluation of how many people are aware of being the victim of cybercrime. 

An understanding of how to protect oneself against cybercrime. 

An understanding of what makes college students living in rural India susceptible to becoming victims of cybercrime. 

An analysis of how to decrease the incidents of cybercrime through awareness programs targeted to the college students who lives 

in rural areas. 

3.4. STUDY AREA AND POPULATION OF THE STUDY: 

The study is conducted in selected rural colleges students nearby Chennai especially in districts like Kanchipuram, Tiruvallur, and 

Chengalpattu. These areas represent college students from semi-urban and rural backgrounds. The respondents are Undergraduate 

and postgraduate college students, Students from Arts and science, Engineering & Technology, Medical and Health Science and 

Law & Legal studies and Students studying in rural colleges near Chennai 

3.5. SAMPLING SIZE AND METHOD: 
A total no of 200 college students were selected for the research study. The sampling methods are Structured questionnaire and Printed 

offline survey used to collect data from respondents. 

3.6. VARIABLES OF THE STUDY: 

3.6.1. INDEPENDENT VARIABLES 
Sex (male/female/other), 

Age group (18–25 years), 

Education stream (Arts and Science, Medical, Law, Engineering & Technology), 

Year of study (1st , 2nd , 3rd, & 4th year). 

3.6.2. DEPENDENT VARIABLES: 

Awareness level regarding cyber victimization, 

Knowledge of cyber threats, 

Cyber safety practices, 

Previous experience with cyber victimization. 

3.7. SOURCE OF DATA: 

Primary data was collected directly from respondents using Structured questionnaire and Printed offline survey. Secondary data was 

collected from Research journals, Books and articles, Government and institutional reports and Online databases. 

 

 

3.8. DATA COLLECTION PROCEDURES: 

The data collection process involved the following steps: 

Preparation of questionnaire 

Conducting pilot study 

Finalizing the questionnaire 

Distribution of questionnaire in offline 

Collection of responses 

Data coding and tabulation 

Participants were informed about the purpose of the study and confidentiality was maintained. 

3.9. PILOT STUDY: 

A pilot study was conducted among 20 college students from rural colleges near Chennai to test the reliability and clarity of the 

questionnaire. 

Based on the pilot study: The pilot study ensured that the final questionnaire was clear, reliable, and suitable for data collection. 
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3.10. RESEARCH QUESTIONS: 

The main instrument used for data collection was a structured questionnaire. It consisted of the following sections: 

Section A: Demographic details (age, gender, course, year of study) 

Section B: Awareness and Experience of cyber victimization 

Section C: Responses, Prevention and Awareness measures  

The questionnaire included: 

Multiple-choice questions 

Yes/No questions 

Likert scale statements (Strongly Agree to Strongly Disagree) 

3.11. DATA ANALYSIS TOOL: 

The collected data was analyzed using such as: 

Percentage Analysis – to interpret demographic data 

Frequency Distribution – to summarize responses 

Excel - for frequency and percentage table 

 

IV. FINDINGS AND RESULTS: 

4.1. FINDINGS: 

1) AGE (In years) 

AGE FREQUENCY PERCENTAGE 

BELOW 18 3 1.5 

18-20 72 36 

21-23 106 53 

ABOVE 23 19 9.5 

INTERPRETATION: 

Two-thirds of those who answered the questions were between the ages of 21 and 23 (53%, 106). As a second group were those who 

were between 18 and 20 years of age (36%, or 72). A limited number were above 23 years of age (9.5%, 19) or below 18 years (1.5%, 

3). 

ANALYSIS: 

The sample has a lot of adults mostly between 18 and 23 years old. About 89% of them. This shows that the data is mostly from people 

probably students or people just starting their careers. The sample does not have older people or people, under 18 which might make it 

hard to apply the results to other age groups. 

2) DOMAIN OF THE STUDY 

DOMAIN OF THE STUDY FREQUENCY PERCENTAGE 

ARTS & HUMANITIES 50 25 

ENGINEERING & TECHNOLOGY 50 25 

MEDICAL & HEALTH SCIENCE 50 25 

LAW & LEGAL STUDIES 50 25 

INTERPRETATION: 

The people who responded are spread out equally among four areas. Arts and Humanities, Engineering and Technology Medical and 

Health Science and Law and Legal Studies. Each area makes up 25% of the responses. 

ANALYSIS: 

The data shows a balanced group of people with equal numbers from each area. This makes it fair to compare the areas without any 

one area being more important than the others. It's also possible that the group was chosen on purpose rather than being a natural 

mix of people, from each area. 

 

3) AREA OF RESIDENCE 

AREA OF RESIDENCE FREQUENCY PERCENTAGE 

VILLAGE 60 30 

SEMI RURAL 55 27.5 

TOWN 85 42.5 
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INTERPRETATION: 

We asked 200 people to answer our question. Here is where they live: Town. 85 People, which is 42.5%, Village. 60 People, which's 

30%, Semi- 55 people, which is 27.5% 

ANALYSIS: 

Most people, 42.5% live in towns. This means they probably use the city life and have access to technology and the internet. 30% 

Of people are from villages.. 27.5% Are from semi-rural areas. This mix of people helps us understand how people in cities and 

rural areas use the internet know about cyber risks and get affected by cybercrime. The study looks at both non-urban areas. This 

helps us see the differences, between city and rural people. 

 

4) ARE YOU AWARE OF CYBER VICTIMIZATION? 

ARE YOU AWARE OF CYBER 

VICTIMIZATION 

FREQUENCY PERCENTAGE 

YES 163 81.5 

NO 29 14.5 

SOMEWHAT 8 4 

INTERPRETATION: 

Out of 200 respondents, a large majority 81.5% (163 individuals) are aware of cyber victimization. Meanwhile, 14.5% (29 individuals) 

are not aware, and a small portion, 4% (8 individuals), are somewhat aware. 

ANALYSIS: 

The data shows that most people know about cyber victimization. They seem to be aware of risks and threats. Still 14.5% of 

respondents do not know much about it. This lack of knowledge can make them easy targets, for cyber problems. Additionally 4% of 

people have some idea but not a complete understanding of cyber victimization. 

 

5) PRIMARY PURPOSE OF INTERNET USAGE (MULTIPLE CHOICE) 

 

PRIMARY PURPOSE OF INTERNET USAGE FREQUENCY PERCENTAGE 

EDUCATION 118 59 

SOCIAL MEDIA 117 58.5 

ENTERTAINMENT 105 52.5 

ONLINE SHOPPING 33 16.5 

INTERPRETATION: 

The study shows that most people use it for education, 59 percent of the people, which is 118 people out of 200, said. A lot of people 

also use the internet for social media, which is 58.5% (117 people). Then there are people who use the internet for entertainment, 

which is 52.5% (105 people). The internet is not used much for online shopping. 16.5% of the people, which is 33 people, said they 

use the internet mostly for online shopping. 

ANALYSIS: 

The internet is mainly used for education. People use the internet to learn and get help with schoolwork. The internet is also used a 

lot for media. People do not use the internet as much to buy things. This is because some people like to shop in stores and some 

people do not like to buy things. The internet is really important for education. Talking to people, education, and social media are 

parts of what people do on the internet. 

 

6) SOURCE OF AWARENESS ABOUT CYBERCRIMES (MULTIPLE CHOICE) 

SOURCE OF AWARENESS ABOUT 

CYBERCRIMES 

FREQUENCY PERCENTAGE 

COLLEGE/TEACHER 69 34.5 

MEDIA (TV, NEWSPAPER) 75 37.5 

SOCIAL MEDIA 103 51.5 

FRIENDS/PEER 50 25 

GOVERNMENT CAMPAIGN 30 15 
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INTERPRETATION: 

Social media is the way people learn about cybercrimes at 51.5%, Media comes second at 37.5%. College or teachers are third, at 

34.5%, Friends tell people about cybercrimes 25% of the time and government campaigns 15% of the time. 

ANALYSIS: 

Social media is the way people find out about things and it has a really big impact. Traditional media and schools are also important they 

still play a role. The government tries to spread the word. It does not seem to work as well. So social media and other informal ways of 

getting information are more effective at raising awareness, than the government or formal education. 

 

7) ARE YOU AWARE OF INDIAN CYBER LAW 

ARE YOU AWARE OF INDIAN CYBER 

LAW 

FREQUENCY PERCENTAGE 

YES 126 63 

NO 48 24 

NOT SURE 26 13 

INTERPRETATION: 

We asked 200 people about cyber law. Most of them 126 people know what it is, that is 63 percent of the people we asked. Then there 

are 48 people who do not know about cyber law, that is 24 percent of the people. 26 People are not sure if they know about Indian 

cyber law or not,that is 13 percent of the people we asked about cyber law. 

ANALYSIS: 

The information we have shows that people know a little, about cyber law. Most people know what it is. About 37 percent of people 

do not know or are not sure which means a big group of people may not know about the laws that protect them when they are online. 

This shows us that we need to teach people more about the laws that keep them safe on the internet. We need to have programs that 

tell people about Indian cyber law so they know what is going on. 

 

8) HAVE YOU EVER EXPERIENCE CYBER VICTIMIZATION 

HAVE YOU EVER EXPERIENCE CYBER 

VICTIMIZATION 

FREQUENCY PERCENTAGE 

YES 109 54.5 

NO 91 45.5 

INTERPRETATION: 

Out of 200 people who took part in the survey 54.5 percentage (109 individuals) said they have been victims of cybercrime. On the other 

hand 45.5 percentage (91 individuals) said they have not been cyber victims. 

ANALYSIS: 

The study shows that most people who answered our questions have been victims of cyber crimes. Most people have faced cyber crimes , 

this means online dangers are very common. This means that things like being bullied getting cheated or having someone steal your 

identity are pretty regular and a lot of people are at risk of being hurt by digital crimes. 45.5 percent of people have not had this happen 

to them which means that some people have not had any problems but the risk of being a victim is still a big deal, for a lot of people. 

This shows how important it is for people to know about cyber safety and to take steps to protect themselves. 

9) IF  YES,  TYPE  OF  CYBER  VICTIMIZATION  HAVE  YOU  EXPERIENCED (MULTIPLE CHOICE) - (only 

109 respondents are experienced cyber victimization out of 200 respondents) 

IF YES, TYPE OF CYBER VICTIMIZATION 

HAVE YOU EXPERIENCED 

FREQUENCY PERCENTAGE 

CYBERBULLYING 23 11.5 

ONLINE HARRASSMENT 46 23 

FINANCIAL FRAUD 36 18 

FAKE PROFILE MISUSE 54 27 

THREATENING 

MESSAGE 

13 6.5 
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INTERPRETATION: 

Among respondents who experienced cyber victimization, fake profile misuse (27%) is most common, followed by online harassment 

(23%), financial fraud (18%), cyberbullying (11.5%), and threatening messages (6.5%). 

ANALYSIS: 

Fake profile misuse and online harassment are problems. They show that people are worried about their identity and social safety. A 

lot of people also get affected by fraud. This shows that people are not safe economically when they are online. Cyberbullying and 

threats do not happen often.. They still happen and are a problem. The main issue is that most cybercrimes are, about identity threats. 

These are the leading cyber risks. 

 

10) PLATFORM WHERE THE INCIDENT OCCURRED (MULTIPLE CHOICE) - (only 109 respondents are experienced 

cyber victimization out of 200 respondents) 

 

PLATFORM WHERE THE 

INCIDENT OCCURRED 

FREQUENCY PERCENTAGE 

SOCIAL MEDIA 81 40.5 

EMAIL 32 16 

ONLINE GAMES 22 11 

MESSAGING APPS 30 15 

INTERPRETATION: 

Out of 200 people who answered cyber victimization incidents happened mostly on media. This is where it happened for 40.5 percent 

of people which's 81 people who said this. Then there is email, where 16 percent of people said they had problems and that is 32 

people. Cyber victimization incidents also happened on messaging apps for 15 percent of people which's 30 people. Some people had 

problems, with online games, which is 11 percent of people and that is 22 people who said this about online games. 

ANALYSIS: 

The information we have says that social media is the place where people get victimized by cyber crimes the most. This is because 

a lot of people use media and it is out in the open. Email and messaging apps are also used a lot for things like phishing, harassment 

or spam. Online games are not as big of a problem. They can still be risky. This means that social media and other places where people 

talk to each other are where most cyber crimes happen. This shows us that cyber victimization happens a lot, on media and other platforms 

where people interact with each other. 

 

11) TAKEN AFTER CYBER VICTIMIZATION (MULTIPLE CHOICE) - (only 109 respondents are experienced cyber 

victimization out of 200 respondents) 

ACTIONS TAKEN AFTER CYBER 

VICTIMIZATION 

FREQUENCY PERCENTAGE 

IGNORED 41 20.5 

BLOCKED THE OFFENDER 96 48 

INFORMED FRIENDS/FAMILY 37 18.5 

REPORTED TO COLLEGE AUTHORITIES 5 2.5 

REPORTED TO CYBER CRIME POLICE 26 13 

INTERPRETATION: 

Most of the time people who get targeted online will block the person who is doing it to them (48% of the time). Some people will just 

ignore the person who is doing it to them (this happens 20.5% of the time) or they will tell their friends and family about it (this happens 

about 18.5% of the time). Not a lot of people will report the problem to the people in charge at their college ( about 2.5% of the time) 

or to the cybercrime police (this happens, about 13% of the time). 

ANALYSIS: 

When someone is mean to us online the thing we do often is block that person. This is because we want to keep ourselves safe. We 

do not often tell the people in charge about what happened which means we do not really trust them to help us or we do not know 

that we can get help. We usually talk to our friends and family about the problem of telling someone official. This shows that the 

people we know can really help us when we have problems online. Overall what we do about cyber issues is deal with them ourselves 

like blocking the offender of getting help from organizations that can help with cyber issues, like the authorities. 
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12) ARE YOU AWARE OF THE CYBER CRIME PORTAL OF INDIA 

ARE YOU AWARE OF THE CYBER CRIME 

PORTAL OF INDIA 

FREQUENCY PERCENTAGE 

YES 138 69 

NO 62 31 

INTERPRETATION: 

Most people know about the Cyber Crime Portal of India. In fact 69 percent of the people who answered are aware of the Cyber 

Crime Portal of India. On the hand 31 percent of the people who answered do not know about the Cyber Crime Portal of India. 

ANALYSIS: 

People are pretty aware of things, which means that official websites and social media are doing a job of reaching the right people. 

However about one-third of people still do not know what is going on so we need to tell people about it. This is a problem because it 

might stop people from reporting cybercrime when it happens to them and that is what cybercrime is so people need to know about 

cybercrime. 

 

13) DO YOU KNOW HOW TO REPORT CYBER CRIMES ONLINE 

DO YOU KNOW HOW TO REPORT CYBER 

CRIMES ONLINE 

FREQUENCY PERCENTAGE 

YES 105 52.5 

NO 64 32 

NOT SURE 31 15.5 

INTERPRETATION: 

More than half of the people who took the survey, which is 52.5 percent know how to report cybercrimes, on the internet. 32 percent 

do not know how to report cyber crime in online. 15.5 percent are not sure about how to report cyber crime in online. 

ANALYSIS: 

People are somewhat aware of how to report things but a lot of them do not know what to do. The fact that almost half of the people 

do not know how to report things online may stop them from reporting cybercrime on time. Online reporting procedures need to be 

made clear so that people can follow them and stay safe from cybercrime. Online reporting procedures are important, for cyber safety 

compliance and people should be given guidance and training on online reporting procedures to improve cyber safety compliance. 

 

14) RURAL STUDENTS ARE MORE VULNERABLE DUE TO LACK OF AWARENESS 

RURAL STUDENTS ARE MORE VULNERABLE 

DUE TO LACK OF AWARENESS 

FREQUENCY PERCENTAGE 

YES 172 86 

NO 28 14 

INTERPRETATION: 

A lot of people 86 percent to be exact think that students from rural areas are more, at risk of cybercrime because they do not know 

much about it. On the hand 14 percent do not think so. 

ANALYSIS: 

There is a difference in how much rural students and urban students know about digital things. This shows that rural students do not 

know a lot and are not exposed to things, which makes them more likely to have problems in rural areas. We need to teach students 

about digital things and help them so they can be safe on the internet and this will help reduce cyber risks for digital awareness, in rural 

regions. 

 

15) COLLEGES SHOULD CONDUCT REGULAR CYBER SAFETY PROGRAMS 

COLLEGES SHOULD CONDUCT REGULAR CYBER 

SAFETY PROGRAMS 

FREQUENCY PERCENTAGE 

YES 189 94.5 

NO 11 5.5 
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INTERPRETATION: 

An overwhelming majority, 94.5 percent think colleges should have cyber safety programs. Only a small number, 5.5 percent do not 

agree. 

ANALYSIS: 

People know that we need to keep learning about cyber safety all the time. Cyber safety is very important. Institutions should have 

regular programs to teach students about cyber safety and how to use the internet properly to prevent cybercrime and improve digital 

literacy, among students. 

 

16) KNOWLEDGE OF CYBER LAWS CAN BE REDUCE CYBER VICTIMIZATION 

KNOWLEDGE OF CYBER LAWS CAN BE   

REDUCE CYBER VICTIMIZATION 

FREQUENCY PERCENTAGE 

YES 183 91.5 

NO 17 8.5 

INTERPRETATION: 

Most people, 91.5 percent think that knowing cyber laws can help reduce the number of cyber victims. Only a small number of people 

8.5 percent do not think that cyber laws can help reduce cyber victimization. Cyber laws are important to know because they can help 

people avoid being victims. 

ANALYSIS: 

I think that legal awareness is really important in stopping things from happening. If people know more about cyber laws they can 

keep themselves safe and do something about it. We need to teach people about cyber laws so that we can reduce the risk of cybercrime 

this means we have to include cyber law education, in the programs that are meant to make people aware of these things. 

 

17) SUGGESTED MEASURES TO IMPROVE CYBER AWARENESS AMONG RURAL COLLEGE STUDENTS 

(MULTIPLE CHOICE) 

SUGGESTED MEASURES TO IMPROVE CYBER 

AWARENESS AMONG RURAL COLLEGE 

STUDENTS 

FREQUENCY PERCENTAGE 

WORKSHOPS & SEMINARS 88 44 

CYBER SAFETY COURSE 71 35.5 

GOVERNMENT CAMPAIGNS 80 40 

INCLUSION IN CURRICULUM 88 44 

INTERPRETATION: 

The suggested measures are workshops and seminars which got 44% of the votes and including it in the curriculum also 44%. People 

also think government campaigns are an idea, with 40% support and cyber safety courses are suggested by 35.5%. 

ANALYSIS: 

People like to learn in a way that's useful and happens all the time like in workshops or when it is part of the school work. The 

government should also tell people about cyber safety to reach people. Taking a class is helpful and this will help keep people safe when 

they use computers in rural college students and this will improve cyber safety, in rural colleges. 

 

18) CYBER VICTIMIZATION CAN BE PREVENTED THROUGH PROPER AWARENESS AND 

EDUCATION 

CYBER VICTIMIZATION CAN BE PREVENTED 

THROUGH PROPER AWARENESS AND EDUCATION 

FREQUENCY PERCENTAGE 

STRONGLY AGREE 115 57.5 

AGREE 65 32.5 

NEUTRAL 15 7.5 
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DISAGREE 1 0.5 

STRONGLY DISAGREE 4 2 

INTERPRETATION: 

Most people think that cyber victimization can be stopped if people know about it and learn how to deal with it. A lot of people 57.5 

percent really think this is true and 32.5 percent think it is true too. Not many people are unsure. Do not think cyber victimization can be 

prevented through awareness and education, about cyber victimization. 

ANALYSIS: 

Most people, 90 percent think that knowing about things and learning about them can really help stop bad things from happening. 

This shows that it is really important to keep teaching people and making them aware of things so that we can reduce cybercrime and 

the education and awareness programs need to keep going to make this happen. 

 

4.2. RESULTS: 

We did a study with 200 peoples to see how much college students in rural areas know about cyber victimization and what they have 

been, through. When we looked at all the information we got from them we found some things: 

DEMOGRAPHIC CHARACTERISTICS: 

The majority of respondents are between 18 and 23 years old and they are young. Use digital technologies a lot. Among them there 

are females (55%) than males (45%). This shows that both males and females participate equally. Most respondents are students who 

are pursuing their degrees (68.5%). Postgraduates and others make up a part. The respondents study subjects like Arts, Engineering, 

Medical and Law. This ensures that we get a variety of opinions. Many respondents live in towns (42.5%) and semi-rural areas 

(27.5%). Some also live in areas. Also 63% of respondents live in their houses. 

 

ECONOMIC STATUS AND INTERNET USAGE: 

The results tell us that a lot of people 81.5% of them need money from their parents. People use the internet a lot. 50% Of people are 

on the internet for than 3 hours every day, and 41% of people are on the internet for 1 to 3 hours. Most people, 87.5% use their 

smartphones to get on the internet. Some people use laptops and other devices. 

When people use the internet a lot and rely on their smartphones they are more likely to have problems, with cyber threats. The 

internet usage and smartphone dependency are a deal because they make people more likely to have cyber threats. 

 

PURPOSE AND PATTERN OF INTERNET USAGE: 

Some of the things that people use the internet for, For example 59 percent of people use the internet for education, 58.5 Percent of people 

use the internet for media. Also 52.5 percent of people use the internet for entertainment. Some people are careful about who they 

connect with online. Many people also have followers that they do not know, which can be a big problem. The internet usage and 

the frequent use of media platforms, like Instagram and WhatsApp means that people are more likely to interact with strangers. This 

can lead to a lot of risks when using the internet. The internet usage and the use of media platforms can be very risky. 

 

AWARENESS OF CYBER VICTIMIZATION: 

A lot of people who responded 81.5% know about cybercrime. Most of them 87% have also heard terms related to cybercrime. 

However many of them 37% do not know about cyber laws and what they can do if they are a victim. People generally know about 

cybercrime. They do not know much, about the laws and what to do if it happens to them. 

 

EXPERIENCE OF CYBER VICTIMIZATION: 

More, than half of the people who answered the questions said this has happened to them. In fact 54.5 percent of the people who 

answered said they have been a victim of cyber victimization. Some of the things that happened to them include profile misuse, which 

happened to 27 percent of them. Online harassment happened to 23 percent of them. Financial fraud happened to 18 percent of them. 

This shows that cyber victimization is a problem. The main issues are people using profiles and online harassment. These are the 

problems of cyber victimization. Cyber victimization is hurting a lot of people. 

 

MEDIUM OF CYBERCRIME: 

Most cyber incidents happen on media platforms. They make up around 40.5 percent of all incidents happens Social media platforms, 

Messaging applications, Emails are the places where these things usually happen. Social media is where most cybercrime happens 

because many people use it and it is easy to victimized. 

 

REACTION AND REPORTING BEHAVIOUR: 

When we deal with cybercrime people do things, 48 Percent of people block the person who is doing something to them. Some people, 

20.5 percent just ignore what happened. 13 Percent of people actually report cybercrime to the cyber police or authorities. The most 

people would rather handle cybercrime on their own of going to the cyber police or authorities so a lot of cybercrime goes unreported. 

 

REASONS FOR NOT REPORTING: 

The important reasons are: 

People do not know how to report, 
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They think nothing will happen even if they do, 

They are scared feel ashamed and worried about what others will think, 

Both not knowing and emotions, like fear stop people from reporting. 

 

CYBER SAFETY MEASURES: 

The study shows us some things: 

71.5% of people know about privacy settings, 

58% of people use strong passwords all the time. 

But there is a problem: 

55.5% of people have never gone to any cyber awareness programs, 

Almost half of the people do not know how to file complaints when they need to 

There is a difference between people knowing a little, about cyber safety and actually using that knowledge to protect themselves 

with cyber safety measures. 

 

PSYCHOLOGICAL IMPACT: 

A lot of people than 80% think that being a victim of cybercrime really affects your mental health. It causes a lot of stress, fear and 

emotional problems. Cybercrime can have effects, on your mind not just on your computer or phone. 

 

ROLE OF INSTITUTIONS AND AWARENESS NEEDS: 

Most people, 94.5 percent think it is a good idea to have regular programs that teach us about cyber safety. A lot of people 91.5 percent 

believe that if we know more about cyber laws then we can reduce cybercrime. Many people, 86 percent feel that students who live 

in rural areas are more vulnerable to these kinds of problems. It seems that people really want schools, colleges and organizations 

to get involved and help raise awareness, about cyber safety. 

  

V. RECOMMENDATIONS AND CONCLUSION: 

5.1. MAJOR FINDINGS: 

The study shows us that students really need the internet and smartphones. 

They use social media a lot and that is where most cybercrime happens. 

More than half of the rural college students have been victims of cybercrime. 

Students know a little about cybercrime. They do not know enough, about the law and how to report it. 

Most students who are victims of cybercrime do not tell anyone because they are afraid they do not trust 

the people who can help and they do not know what to do. 

Cybercrime affects the health of students very badly. 

We really need to teach students about cybercrime make them aware of the problems and give them support from schools and 

colleges. 

The study highlights that cybercrime is a problem and rural college students need help to deal with it so we need to have education 

and awareness programs and institutions need to support students who are victims of cybercrime. 

 

5.2. RECOMMENDATIONS: 

Students, families and teachers can be informed about cyber victimization and cyber bullying. 

Students may be informed that they should not be able to hide from the teachers and their parents the situation of victimization 

of the cybercrime they may encounter. 

Teachers and parents can be told that victims of cybercrime can affect the social life, academic achievement and psychology 

of students. 

Siberia can be brought to a more deterrent situation with bullying laws. 

Be cautious when connecting to an open Wi-Fi network, and don't conduct any touchy exchanges, counting buys, when on 

an open network. 

Set up multi-factor confirmation on all accounts that permit it. 

Don’t tap on anything in spontaneous emails or text messages. 

Be cautious about the data you share in your online profiles and social media accounts. Sharing things like pet names, schools, 

and family individuals can grant scammers the insights they need to figure out your passwords or the answers to your account 

security questions. 

 

5.3. CONCLUSION: 

The study finds that cyber victimization is a problem among rural college students, especially young people who are really active online. 

Many students know a little about risks but they do not really understand cyber laws, how to report problems or how to prevent issues 

with cyber victimization. This makes it hard for them to deal with cyber threats and cyber victimization. A lot of students have been 

victims of cybercrime through media and cyber victimization. Most of them do not report it which is a concern. They just ignore it. 

Handle it on their own. The study also shows that cyber victimization affects students mental health. It is not a tech issue but also a 

social and psychological issue related to cyber victimization. 

The study finds out that rural and less aware people are more likely to get hurt by cyber crimes and cyber victimization. We do not have 

a system to teach people about cyber safety and how to prevent cyber victimization. Schools and colleges can do a lot to make people 

aware of cyber safety and cyber victimization. So it is very important to have programs to teach people about cyber safety in schools 

and colleges and help people understand the laws related to crimes and cyber victimization and how to report them and make them feel 
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safe when they report cyber crimes and cyber victimization. Schools and the government should support people who're victims of 

cyber crimes and cyber victimization. 

In the end we can stop a lot of crimes from happening if we educate people and make them aware of the dangers of cyber victimization. 

If we take steps to prevent cyber crimes and cyber victimization we can make the internet a safer place, for students. Reduce cyber 

victimization. 
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